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SCIENCE, TECHNOLOGY, AND INNOVATION
DIPLOMACY IN ENHANCING FOREIGN POLICY
IN AFRICA CONCERNING KENYA

Col Francis E Emathe ‘psc’ (K) — Kenya Army

Abstract

Science and Technology refer to processes and activities for generating
knowledge and information about the material world and their application to
improve human welfare. It makes the development of knowledge relevant and
essential to livelihood security and critical to development objectives at the
local, national, and international levels.

An effective Science, Technology, and Innovation (ST&I) system are required
for a country to harness the potential of modern science and technology to its
social and economic advantage. This awareness has replaced an earlier belief
that heavy investment in scientific and technological research and the purchase
of technology from abroad were sufficient to achieve these goals.

A useful innovation system is required for a country to harness the
potential offered by modern science and technology to its social and economic
advantage. In its broadest conception, the national innovation system is the
means through which Kenya seeks to acquire, exploit, and diffuse knowledge
to achieve individual and collective goals.

Research Questions

The research questions below will guide this paper;

a. What innovation system does the government need to adopt to ensure
that the education infrastructure interacts dynamically with the national
needs?

b. What macroeconomic and social challenges in Kenya should be identified
through a consultative process?

c. What alternative engagement challenges should be profound in
establishing the power balance dynamics in S, T&I amongst sovereign
nations?

Theoretical Framework

In a world undergoing constant changes, where new global challenges affect all
countries, ST&I are the engines of social and economic progress and drivers of
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SCIENCE, TECHNOLOGY, AND INNOVATION DIPLOMACY IN ENHANCING FOREIGN
POLICY IN AFRICA CONCERNING KENYA

globalization and participate in reconfiguring the future world. In addition, its
growing influence in all social areas and, especially, in international relations
gives the Scientific, Technological, and Innovation Diplomacy growing
importance that contributes to strengthening the international presence of a
country and its image in the world.

This study will employ Globalization Theoryto the role of defense engineering
in enhancing national security in the African continent using the case of Kenya.
Globalization’ is mostly used as a shorthand way of describing the spread and
connectedness of production, communication, and technologies worldwide.
That spread has involved the interlacing of economic and cultural activity.

Introduction

Science and Technology refer to processes and activities for generating
knowledge and information about the material world and their application
to improve human welfare. The promotion of scientific knowledge and the
development of technology create the necessary conditions for the socio-
economic growth of a country. Solutions to many economic and societal
challenges require the application of science and technology (S&T).

Science and technology make knowledge development relevant and
essential to livelihood security and critical to local, national, and international
development objectives. An effective science, technology, and innovation
system is required for a country to harness the potential offered by modern
science and technology to its social and economic advantage.' This awareness
has replaced an earlier belief that heavy investment in scientific and
technological research and the purchase of technology from abroad were
sufficient to achieve these goals

Historical evidence abounds from the developed world concerning
the role of scientific research and technological development in fostering
unprecedented progress and opportunities for solving pressing societal needs.
Various uses have been made of S&T to meet societal needs. In contrast, many
industries have been born out of science, for example, the semiconductor and
biotechnology industries.? These have become less dependent on science but
continue to rely on it for their innovation and growth. Sustainable economic
development requires that a country not remain primarily a provider of raw
materials with external dependency on hi-tech services.

ST&I plays a key task in the industrialization, sustainable development, and

'Obudho R. A., 1999: In Obudho R. A. (Eds)- Urbanization and Sub-urbanization Processes over Time
and Space Kenya.
2 Ibid.
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growth of nations. Investments and integration of ST&I into social, economic,
and governance tasks will intensify Kenyas global competitiveness, create
employment and increase productivity. Intensified application of Science,
Technology, and Innovation is essential in raising productivity and efficiency
levels across the economic, social and political pillars.’ Kenya enacted the
Science and Technology Act in 1977. All these are key attributes to achieving
the overarching Kenya Vision 2030 goals.

The government sees the key role played by ST&I in wealth creation
and building the human capital required for the transition to a knowledge-
driven economy. Vision 2030 asks to intensify the application of ST&I to
raise productivity and efficiency levels across the three pillars of national
development.* As a result, the government is using the ST&I policy framework
through the identification, acquisition, transfer, diffusion, and application of
relevant ST&I knowledge. Kenya’s innovation system is linear and does not
effectively serve critical national needs.

Science, Technology, and Innovation

Therefore, the government will adopt an innovation system to ensure that
the education and research system, the business system, the intermediate
organizations, ST&I infrastructure, and framework conditions in which they
operate interact dynamically and respond to national needs. Kenya has had
successes in various research fields, particularly in medical and agricultural
research. However, the achievements have been based on isolated efforts
leading to limited socio-economic impact. The focused implementation of
this policy & strategy aims to transform these individual achievements into a
dynamic system to enhance federal benefits. It will also aim to establish and
sustain Kenya’s distinction in science, technology, and innovation generation
and management.

In a rapidly changing world where new global challenges affect every
country, ST&I is now one of the driving forces in social, cultural, and economic
progress and promoting globalization roles that will only intensify in the future.
Many of the responses to these changes can be found in ST&I. Such responses
are important drivers of economic development, but they also represent new
challenges, contributing to a reconfiguration of today’s world and, above all,
of the future. In this context, the weight of ST&I is increasing in every aspect

3 Mugabe J., 2003: Centers of Excellence in Science and Technology for Africa’s Sustainable
Development. Towards New Forms of Regional and Sub-Regional Networks. Paper prepared for the
African Ministerial Conference on S&T for Development.

41bid, (2003).

National Defence College, Kenya



SCIENCE, TECHNOLOGY, AND INNOVATION DIPLOMACY IN ENHANCING FOREIGN
POLICY IN AFRICA CONCERNING KENYA

of contemporary society and, specifically, in the current state of international
relations and any given country’s international presence and image worldwide.
The capacities to generate scientific or technical advances and to innovate or
attract talent are essential components of soft power, public diplomacy, and,
ultimately, the country’s brand.

National bodies, especially in Kenya, that provide scientific advice often
do not have a clear focal point in the UN system. However, as scientific and
technological issues increasingly dominate global affairs, ways must be found
to provide a forum for global consensus-building on scientific issues. The UN’s
ability to convene States and other actors make it a good candidate for the
task. Therefore, these bodies need to refocus on their actions to provide clear
and scientifically proven advice on performing their work. Such a forum will
not be a substitute for the activities carried out under the various specialized
agencies of the UN. §till, it will support and promote cooperation in the work
of national academies and other science advisory bodies.

Despite Kenya making some strides, the ST&I is marked by different
challenges. There is so much fragmentation of research due to research/
knowledge institutions working in silos. The linkages between researchers,
innovations, and industry are also weak. This is largely due to the lack of
partnerships between the private and public sectors, thus emphasizing
the critical role public-private partnerships play. Knowledge sharing and
dissemination are weak as most research institutions and individuals are
heightened with the fear of intellectual property loss. In the Kenyan context,
Research and Development R & (R&D) involves developing, disseminating,
transferring,r, and utilizing ST&I in all national development sectors. The
coordination of R&D within the larger national innovation system has been
key to realizing a knowledge-based economy.

Macharia argues that today, no country can secure higher levels of
scientific advances and technological progress without interacting with its
peers and neighbors. The ability of countries and firms to innovate, both in
technical and managerial ways, is largely determined by strategic alliances
they forge both within their industrial landscape and across sectors. (New
Economic Partnership for Africa’s Development, Africa’s Science, Technology
Consolidated Plan of Action).’

The government of Kenya recognizes the key role played by ST&I in
wealth creation and building the human capital required for the transition to
a knowledge-driven economy. Vision 2030 asks to intensify the application

sMacharia M., African Review of Foreign Policy. (A publication of United States International University,
Africa, Nairobi, 2009), pp 48.
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of ST&I to improve productivity and efficiency levels in the three pillars of
national development.® As a result, the government is implementing the ST&I
policy framework through the identification, acquisition, transfer, diffusion,
and application of relevant ST&I knowledge.

ST&I will continue to be one of the most sought-after commodities in
international affairs. Based on this background, the study notes that the Kenyan
economic, legal and societal priorities should ideally help guide the infusion of
ST&I into foreign policy decision making. The study further notes that Kenya
still faces foreign policy challenges outside the traditional mechanisms for
science dialogue. What, for example, are the implications of new technologies,
such as biotechnology and artificial intelligence for Kenya and African foreign
policies?

Innovation and Foreign Policy in Kenya

To effectively address Kenyas macroeconomic and social challenges and
achieve the transformation to a knowledge-based economy, priority sectors in
which ST&I will be strategically integrated to create technology platforms for
enhanced productivity growth were identified through a consultative process.
The Strategic Technology Platforms will be sufficiently broad to support the
development of products, processes, and services in a wide range of sectors. At
the same time, they will be sufficiently narrow to define a set of competencies
that will be developed to achieve global competitiveness.

It is often said that scientific research creates knowledge, and innovation
converts knowledge into economic wealth. Kenyas innovation system is
linear and does not effectively serve critical national needs. Therefore, the
government will adopt an innovation system to ensure that the education and
research system, the business system, the intermediate organizations, ST&I
infrastructure, and framework conditions in which they operate interact
dynamically and respond to national needs. Kenya has had successes in various
research fields, particularly in medical and agricultural research. However, the
achievements have been based on isolated efforts leading to limited socio-
economic impact. The focused implementation of this policy and strategy
aims to transform these individual achievements into a dynamic system to
enhance federal benefits.

In recent decades since the end of the cold war, economic globalization and
explosive growth of Information-Communication-Technology (ICT) have
dominated the political and corporate agenda that defines a new paradigm

éIbid.
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where competition and cooperation must coexist amongst most pragmatic
societies and nations. This will call for skillful diplomatic maneuvering
of different priorities in the future that will have to be based on a sound
understanding of the role of S&T in international affairs.

The interconnections of S&T with foreign policy and diplomacy are age-
old but have never been more important than in today’s globalized, multi-
polar world. Many of the defining problems of the 21st century, from basic
human security to the concerns of global climate change, from the security
of outer space to security in cyberspace, all have scientific and technological
dimensions. These are global issues, and no one country will be able to solve
these problems independently. The tools, techniques, and tactics of nations’
foreign policy must adapt to this changing world of increasing scientific and
technical complexity.

Science and technology have a key role in establishing the power-
balance dynamics between sovereign nations. It offers alternative channels
of engagement among countries with political differences, thus playing
an important role in influencing the dynamics of power balance between
sovereign nations. Advances in S&T have often relied on the international flow
of people and ideas, which is happening now more than ever before. During
the cold war, the exchange between scientific organizations and universities
was an important conduit for informal discussions on nuclear and other
sensitive technology issues.

Establishing and nurturing links between the scientific and foreign policy
communities informs scientists and policymakers alike, the former about the
realities of policymaking; and the latter about the role and limits of science
in policy. Improving the scientific capacity of delegations from all concerned
countries has become particularly important, especially for international
negotiations on human health and climate policy. This is quite a change,
increased economic growth for improved quality of life.

Systems thinking are a leadership and management discipline that concerns
an understanding of a system by examining the linkages and interactions
between the components that comprise the entirety of that defined system.
The entire framework is a system thinking view about the entire organization
connected to its surroundings. It gives a method for comprehension, analyzing,
and discussing the plan and development of the association as an incorporated,
complex creation of numerous interconnected frameworks (human and non-
human) that need to cooperate for the entire to work effectively.”

7 Lars Skyttner. General Systems Theory: Problems, Perspective, Practice. World Scientific Publishing
Company (2006), p. 17.
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Kenya’s innovation system is linear and does not effectively serve critical
national needs. Therefore, the government will adopt an innovation system
to ensure that the education and research system, the business system, the
intermediate organizations, ST&I infrastructure, and framework conditions
in which they operate interact dynamically and respond to national needs.
Kenya has had successes in various research fields, particularly in medical and
agricultural research. However, the achievements have been based on isolated
efforts leading to limited socio-economic impact. The focused implementation
of this policy & strategy aims to transform these individual achievements into
a dynamic system to enhance federal benefits. It will also aim to establish and
sustain Kenya’s distinction in science, technology, and innovation generation
and management. For Kenya to realize maximum benefits arising from
research, there is a need to adopt a systematic approach to address innovation
dynamism in all sectors of the economy by examining their interdependency,
interconnections, and interrelations. This will require reforms to encourage
access, use, and diffusion of knowledge within business systems.

Conclusion

An effective innovation system is needed for a country to harness the potential
offered by modern science and technology to its social and economic advantage.
This awareness has replaced an earlier belief that heavy investment in scientific
and technological research and the purchase of technology from abroad
were sufficient to achieve these goals. In its broadest conception, the national
innovation system is the means through which Kenya seeks to acquire, exploit,
and diffuse knowledge to achieve individual and collective goals.
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THE COMPETITION FOR POWER BETWEEN SAUDI
ARABIA AND IRAN DOMINANT REGIONAL INFLUENCE

Lt Col Borivoj Jurenka - Czech Ministry of Defence

Abstract

Saudi Arabia and Iran are the most prominent rivals in the Middle East. Through
foreign policies and instruments of power, they aim to eliminate the growth
of the counterparts hostile foreign policy ambitions and achieve regional
supremacy. They focus on an adversary by gaining dominance over friendly
countries with unstable or weak political leadership in the region. Saudi Arabia
seeks (not always successfully) to establish solid strategic ties among Sunni
states, forming a sufficient counterweight to Shi’ite military-technological
superiority capabilities. Iran tries to downgrade sanctions’ impact on society
and continues developing its defensive technologies to ensure the survival of
the theocratic government and its value frameworks spread over the region. In
the context of this power rivalry, the author of this article posed the research
question: Can the rivalry between Saudi Arabia and Iran escalate into a direct
military conflict? Based on the analyses conducted, the author concludes that
although there are huge differences between the two states and they use proxy
conflicts and non-state fighters to achieve their goals, and it is unlikely that
in the short term (one to two years outlook), both protagonists will resort to
direct military conflict.

Introduction

The social and security turbulence caused by the Arab Spring and by the
renewed sectarian rivalry between Sunni and Shiite Muslim religious groups
shapes the emerging military-political and security environment in the
Middle East region. This development, represented by the most crucial state
protagonists in the region (Sunni Saudi Arabia and Shi’ite Iran), has grown
into direct support for proxy conflicts and crises in other destabilized Middle
East countries. Through foreign policies and instruments of power, these
Sunni and Shiite regional powers aim to eliminate the growth of hostile
ambitions of the opposing parties and achieve regional dominance. Both Saudi
Arabia and Iran predominantly use asymmetric warfare to compete. Actors
apply tactics, techniques, and procedures not directly against an adversary
but through gaining dominance over friendly countries with unstable or weak
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political leadership in the region. They want to weaken their rival and become
the dominant regional power through these tactics. Both Saudi Arabia and
Iran prefer non-state actors to their armies and closed military alliances. These
powerful tools assert influence and foreign policy in neighboring countries
by influencing internal political developments, thereby increasing their power
and shifting the balance of regional power in their favor." !

Illegitimate arms supplies and extensive logistical support to regimes or
opposition forces contribute to the deterioration of the security situation and
increase the number of weapons in the Middle East region. This situation is
being exploited at the national level by numerous radical groups who want
to take advantage of the political skirmishes and power clashes to violently
advance their particularist goals, which they are helping to achieve by stirring
up religious intolerance. Unfortunately, with continued globalization and the
development of military-technical capabilities, the rivalry between Sunnis
and Shiites is no longer a regional issue but is increasingly becoming global.
This declaration has supported that the world’s various global powers use
their regional allies to protect and advance their strategic national interests
in the region, further exacerbating the animosity between the Sunni and Shia
branches of Islam. The developments in the Middle East seem to resemble a
return to a bipolar world division, with the Gulf States (Sunni-dominated) on
one side, with the U.S. as its strategic partner, and Iran, which finds support in
Russia and China, on the other.

In this paper on the rivalry between Saudi Arabia and Iran, the researcher
has used theoretical frameworks that help understand and explain these two
actors’ behavioral patterns. After evaluating the available theories and assessing
all the pros and cons, the author of this study decided to use structural realism,
constructivism, and foreign policy analysis, whose analytical conclusions best
capture the dynamics in the region and the strategies employed by regional
actors.

Main Discussion

Saudi Arabia and Iran are the current prominent rivals in the Middle East
region. They subordinate all state policy activities to Islamic liturgical texts
based on their strict perception of Islam. The most conservative or even
orthodox proponent of the Sunni branch of Islam is Saudi Arabia. Its absolutist
style of state establishment subordinates all state activities to the Sunni
interpretation of the faith. Moreover, the confession and widespread support

'F. Gregory Gause Ill, “Beyond Sectarianism: E New Middle East Cold War,” accessed August 17, 2021,
https://www.brookings.edu/wp-content/uploads/2016/06/english-pdf-1.pdf.
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for Wahhabism and the presence of holy sites add to Saudi Arabia’s sense of
its superiority over other Muslim states. With its historical and geographical
links to the Islamic faith, this state sees itself as the leader of the global Muslim
community. It has long viewed Iran as a heretical apostate. Compared to Saudi
Arabia, Iran, with its traditional Shi'a understanding of Islam and relatively
democratic state establishment by regional standards, stands on the opposite
side of the state establishment.

In light of the earlier collapse of pro-American Sunni regimes and Iran’s
increasing efforts to position itself as a regional power, Saudi Arabia and
its allies need to leave the illusion of American readiness to help and begin
actively pursuing their foreign policy toward Irans rise. To shed its military
dependence on the U.S., Saudi Arabia has sought to minimize the frictions
among the Sunni parties (not always successfully) by increasing its foreign
policy activities. Its goal is to establish long-term and solid strategic ties
among Sunni states, forming a sufficient counterweight to Shi’ite military-
technological superiority in the Middle East region. One concrete step in
such an effort is the long-running accession talks about expanding the Gulf
Cooperation Council (GCC)? to include Jordan and Morocco.” Saudi Arabia
sees Jordan as an essential partner that needs protection to maintain security
stability in the wake of the domestic upheavals created by the Arab Spring. both
for the sake of preserving a stable allied monarchist regime and for its concerns
about the possible migration of radical Palestinian refugees coming specifically
from a potentially destabilized Jordan in the future (Hamas* supporters).

Similarly, Saudi Arabia is also trying to keep the Moroccan royal regime
in power, lest its fall is a social indication of foreshadowing a social change
in monarchist Arab regimes. During the Arab Spring, the unrest destabilized
mainly countries with republican governmental systems, and the royal
monarchies managed the unrest without serious destabilizing -effects

2 The Gulf Cooperation Council (GCC) is a regional, intergovernmental political and economic
association of states established primarily at Saudi Arabia’s initiative. Qatar, Saudi Arabia, Bahrain,
Kuwait, Oman, and the United Arab Emirates are its current members. It aims to achieve the trade and
economy objectives by unifying the various standardisation activities in the Member States to develop
the production and service sectors across Gulf Custom Union and Gulf Common Market.

* Jawad Anani, “Should Jordan Join the GCC? | Jordan Times,” accessed accessed August 17, 2021,
http://www.jordantimes.com/opinion/jawad-anani/should-jordan-join-gcc.

4The acronym Hamas, in Arabic Harakat al-Mugawamah al-’Islamiyyah, or the Islamic Resistance
Movement, is a Palestinian Sunni Islamist political party created in 1987. Since its inception, it has
structured its organization in two parts. The militant part operates in secret and carries out attacks
against Israeli targets. The political wing of the organisation won the elections to the Palestinian
National Authority in January 2006. Hamas marked as a terrorist organisation by the European Union
since 2003. Hamas is gaining supporters mainly in the socially isolated and poor areas of the Gaza
Strip and the West Bank.
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threatening their regimes. Even though their current governmental systems
suffer from the same problems (e.g., unequal distribution of power, unfreedom,
poverty) as the republican set-up in the Middle East countries, This temporary
and successful crisis was overcome mainly through the substantial and
generous financial injections that the monarchies temporarily pacified society.
The Saudis also pay significant attention to Egypt, the most populous Arab
country, as a significant player in the GCC regarding the strategic distribution
of military power in the region because of its position as a regional military
power. The eventual admission of Jordan and Morocco to the GCC and a firm
military-political alliance with Egypt would contribute to the emergence of
a new Arab power, which undoubtedly reflects a new balance of power and
a higher level of armaments throughout the region. However, the realization
of this GCC and Egypt’s military permanent alliance is out of sight due to
persistent disagreements among members.

Despite the primary economic focus of the GCC, there have been talks
for a long time among its members about expanding it to include military
cooperation. The first step was the Gulf Security Agreement, signed in 2000,
addressing cooperation and collective self-defense issues. Member states
agreed that external aggression against any member is aggression against
all, requiring a range of measures, including using military force. Although
several decades have passed since this event, the GCC’s concept of a unified
defense strategy has not been finalized, including the military doctrines
determining the terms of the conduct of military operations. The most severe
obstacle to implementing these policies remains the mistrust and inability of
the policymakers of the GCC member states to overcome the state-centric
perspective.®

One of Saudi Arabias first active military steps toward weakening Shiite
influence in the region was the deployment of Saudi troops in Bahrain. The
deployment of Saudi military forces in Bahrain on March 14, 2011, prevented
the destabilization of the constitutional monarchist regime. It kept Sunni
King Hamad ibn Khalifa in power and successfully curbed the emancipatory
aspirations of the majority Shia population. The military intervention
prevented the possible transmission of anti-regime revolutionary sentiment
to the eastern region of Saudi Arabia and, more importantly, had a strategic
impact on Bahrain’s retention in the GCC.

The deployment of Saudi military forces did not pose a particularly

sZafer Muhammad Alajmi, “Gulf Military Cooperation: Tangible Gains or Limited Results? ,” accessed
August 17, 2021, https://studies.aljazeera.net/en/dossiers/2015/03/201533164429153675.

html.
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significant security threat. The deployment was politically supported by the
GCC, with Saudi forces deployed only to protect infrastructure, allowing
Bahraini security forces to focus on the protests. The activation of state security
forces to protect national interests abroad poses a significant risk to any state
system. Increasing casualties permanently damage national stability and pose
a severe threat in the long term. Therefore, to protect its strategic interests in
maintaining regional dominance, Saudi Arabia has initiated a foreign policy
based on indirect military support for the majority Sunni population to gain
the upper hand and weaken the political leadership.

The most significant changes in Saudi Arabia’s pursuit of strategic national
interests to weaken Iran in the region occurred after the death of King Abdullah
bin Abdulaziz Al Saud in early 2015. Following the accession of King Salman
ibn Abd al-Azz, Crown Prince Mohammed bin Salman (MBS) became the
architect of a newly aggressive foreign policy in the Middle East. One of his first
actions was to launch an air operation in Yemen known as Operation Decisive
Storm. A strong air campaign, lately augmented by a naval blockade, resulted
in the launch of ground operations in August 2015 to protect the government
of President Abd Rabbuh Mansur Hadi from an uprising by a Shiite Houthi
group operating in northern Yemen. Despite considerable technological
superiority and U.S. support, the Saudi-led coalition has been unable to break
the resistance of the Iranian-backed Houthis. Saudi Arabia’s inability to defeat
the Houthis culminated in the second half of 2019 when they began using
ballistic missiles and drones to attack Saudi Arabia and its infrastructure.®
Because some attacks exhibited a technological sophistication that the Houthis
do not possess, the U.S. intelligence agencies identified Iran as the mastermind
of these attacks. The increasing aggressiveness and sophistication of the attacks
across the Middle East led to an airstrike in January 2020 against the Iranian
major general and commander of the Quds Force, Qassim Soleimani identified
as the Iranian mastermind of Iran’s foreign policy in the Middle East.”

Other Saudi activities provided indirect military support to the majority
Sunni population and its opposition forces after the outbreak of civil unrest in
Lebanon, Syria, and Iraq. The main focus has been on Syria, where Saudi foreign
policy has aimed to support opposition groups overthrowing the minority
Alawite (i.e., essentially Shia) ruling elite. Despite enormous diplomatic,
financial, and material efforts, these Saudi foreign policy moves have failed
to materialize and have not contributed to weakening Shiite influence in the

¢Fraihat lbrahim Fraihat, Iran and Saudi Arabia (Edinburgh University Press, 2020).
7 “Qassem Soleimani | Biography, History, Assassination, & Facts ..,” accessed August 21, 2021,
https://www.britannica.com/biography/Qassem-Soleimani.
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Middle East region.

One of the most severe external threats that Saudi Arabia fears is Irans
nuclear ambitions. However, it should be stressed at the beginning that behind
Iran’s efforts, one should not immediately imagine a military conflict against a
Sunni rival but rather Iran’ efforts to play the role of a regional power through
its military and technical capabilities. The risk of a Shi’ite country mastering
nuclear technology and securing self-sufficiency in this area (unless prevented
by the international community) threatens Saudi Arabia’s regional influence.
It puts it on the back foot in terms of prestige, modernity, and technological
sophistication. E. Historically, the Saudis have limited their foreign policy in
the region to spreading fundamentalist religious propaganda or buying the
favor of their “poorer” neighbors in the Middle East. Unfortunately, the new
post-revolutionary developments in the Middle East have exposed this foreign
policy strategy’s inflexibility and low effectiveness. Despite almost unlimited
financial possibilities, Saudi Arabia, unlike Qatar or Turkey, has not influenced
the regional security situation that it would have expected.

The drive to develop nuclear power helps Saudi Arabia shake off its
technical backwardness in the energy sector and raise its national prestige.
According to open sources, the regime intends to finance two nuclear power
plants there by 2040. The Saudi nuclear program will undoubtedly be wholly
dependent on foreign countries compared to the Iranian one, as Saudi Arabia
does not have experienced scientific capabilities.® This venture will likely
make a very substantial contribution to strengthening economic, security, and
political integration within the GCC. Therefore, in the context of the current
development of nuclear energy in Iran, it is more than likely that, sooner or
later, other Sunni countries in the region will follow suit, as the cost of oil
production and demand for this commodity will continue to rise in the future.
This development is likely to contribute to rapid nuclearisation and increased
tensions in the region.

Although there is no evidence yet of the military portion of Iran’s nuclear
program, there are indirect indications that Saudi Arabia could: “possess
undeclared nuclear facilities; that it has sought or may seek a nuclear security
guarantee from a country other than the United States in exchange for energy
supplies; and that it has attempted or planned to directly purchase a nuclear
weapon and/or delivery system from another state.” °

8 “Nuclear Power in Saudi Arabia ,” accessed March 2, 2022, https://world-nuclear.org/information-
library/country-profiles/countries-o-s/saudi-arabia.aspx.
*Mark Fitzpatrick, Nuclear Programmes in the Middle East: In the Shadow of Iran (London:

International Institute for Strategic Studies , 2008), p 42.
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Conclusion

As noted at the beginning, as the main representative of the Shi’ite branch
of Islam, together with its likely “democratic” state system, Iran stands at
the complete opposite end of both the religious and state system to Sunni
Saudi Arabia, with its absolutist monarchy. Although there are incomparable
differences between the two states, they are unlikely to escalate into direct
military conflict. This trend will continue even assuming that Saudi Arabia
and Iran end their rivalry through other countries. National policies and
their strategic documents reduce the likelihood of direct conflict. Another
argument may be the existence of alliances that discourage Saudi Arabia and
Iran from confrontation. Any attempt to launch a direct intervention would
have devastating effects on the internal order of the countries and ultimately
lead to the transformation of the current regimes.

A direct military confrontation by Saudi Arabia against Iran would have a
devastating impact on the country’s internal stability. Iran would then activate
its long-standing allies throughout the region, which would have a devastating
impact on the stability of the entire region. As in the case of Iran, Saudi
Arabia would lose its position as a Sunni regional hegemon and protector of
Sunni religious values. Given the mistrust and fears of other GCC members
of destabilizing their regimes, the extent to which the GCC countries would
tulfill their security commitments based on the collective security agreements
they have concluded is questionable.

This assertion, however, does not hold at the indirect level, where Iran and
Saudi Arabia have been clashing for several years over the acquisition of a
dominant role in the region through mutual engagement in proxy conflicts.
Despite its increasing international isolation, Iran needs to downgrade
sanctions’ impact on society and continue developing its defensive technologies
to ensure the survival of the theocratic government and its value frameworks.
Another equally important objective is sustainable economic growth. Iran
needs to continue developing its technology. It is gaining prestige with other
states in the region and benefiting from potential buyers who cannot access the
technology due to U.S. restrictions.

This advantage favors Iran in its quest to become a regional leader at
the expense of consumerist Saudi Arabia. Perhaps this is why Saudi Arabia
is exploiting religious differences and warning of the growth of Iranian
fundamentalism in the region, thereby gaining the unconditional support of
the West and ensuring the protection of its long-unsustainable regime.

The exaggeration of the Iranian threat is further compounded by the false
notion of a hegemonic Iran seeking to dominate the Middle East region
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through its Shi’ite contemporaries. The ruling Sunni monarchs have long and
successfully exploited it as a convenient cover to mask the political inflexibility
of their own domestic and foreign policies and stagnant reform processes. This
notion relies on the Shi'a minorities and their allies (e.g., Hezbollah'’) who live
across the Middle East and form the so-called Shia Crescent, stretching from
the Gaza Strip through Lebanon, Syria, Iraq, Iran, and Saudi Arabia to Yemen.
11

Although the Sunni regime generalizes and presents the Shiite unrest across
the region as a purpose-driven struggle by Iran to upset the current equilibrium
and weaken Sunni influence, this claim is misleading and intended to serve
its propaganda. The various Shiite insurgencies are distinct and do not show
elements of centralized control. The common denominator of Shiite protests
in the region is the desire for religious freedom and greater democratization of
existing regimes. Quite the opposite situation prevails in Syria, where, on the
contrary, the Shiite minority regime is fighting for its survival over the Sunni
majority. Despite existing indications that Iran is providing logistical support
to the Shia minority, the likelihood of a massive increase in the level of aid or
the involvement of allied militant movements in the context of revolutionary
unrest is minimal.

The risk of fulfilling Sunni fears of mobilizing Shia minorities and their fellow
tribe members in a short time horizon is possible in the event of asymmetric
retaliation by Iran in the event of Israeli attacks against its nuclear facilities. In
this case, Iran will highly likely take the necessary reciprocal steps, primarily
directly against Israel and U.S. bases located in Sunni countries. Concerns
about the continuation of Iran’s nuclear program have forced the international
community to impose a series of economic sanctions on Iran, probably the
most painful of which are the boycotts of Iranian oil purchases.

©Hezbollah, Arabic Hizb Allah or the Party of God, is a Shiite political and militant organisation that
has been active in Lebanon since 1982. It gained its fame through its military opposition to Israel,
especially during the Israeli invasion of Beirut in 1982. Hezbollah is often associated with Iran and its
Revolutionary Guards, providing the necessary logistical and military support. Its strategic goal is to
make Lebanon an Islamic republic similar to Iran.

"Mackenzie Tyler and Anthony M. Boone, Rivalry in the Middle East (Nova Science Pub Incorporated,

2012).
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ORIGINATING FROM COMMON GENES
A SHARED VISION OF THE FUTURE
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Abstract

India and the African continent have shared geological origins and belong
to the global south. The two regions, which are next-door neighbors, have a
common past of colonization that was extractive, self-serving, and repressive.
As developing regions with a promising demographic dividend and diversity,
the two have joined forces on the global stage to raise their voice and convey
shared concerns. India has embarked on a growth trajectory, becoming one of
the leading economies in the world along with gains comprehensive national
power. Africa is set to chart its own growth story as the continent of the 21st
century. Indo-African relations have been studied using the framework of
constructivist theory, with the article tracing the path of enhanced engagement
between the two with a shared vision for the future.

Common Genes

The origins of Africa and the Indian sub-continent can be traced back to some
71 million years ago when these continents together formed the landmass
termed Gondwana. The geographical territory which forms the present-day
sub-continent broke away and traveled to collide with the Eurasian plate,
giving rise to the Himalayas and raising Tibet as the roof of the world. *

The two geographical spaces have treaded different courses but remain
connected as next shore neighbors separated by the Indian Ocean. In a period
closer in history, the two went through colonialism, which saw the depletion of
resources, oppression, and erosion of culture and practices. The commonality of
experience places the two in a position to understand each other’s predicament,
identify developmental needs, and give them opportunities to participate in
one another’s growth story as well as raise their voice and concerns on the
global stage.

Initial Interaction and Settlers

As sea-farers, there is historical evidence of traders visiting the shores of East
Africa from the Indian sub-continent. They engaged in the trade of spices,

'Gondwana: Ancient Supercontinent from Britannica. Accessed from britannica.com on 28 Aug 2021
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textiles, silk, and paper from India and precious metals and ivory from the
African continent. People-to-people connections there rubbed each other’s
cultures and practices, introducing them to respect and diversity.?

During the colonial period, Indians worked on plantations in South Africa
from 1860 as indentured laborers.” They settled on the land, forming one of
the earliest Indian diasporas on the continent. Subsequently, more Indians
came to East Africa in 1901, but this time as laborers to build the Kenya-
Uganda railroad. Once the connectivity was established, some stayed back and
were joined by business communities who established business concerns and
settled down permanently. Kenya has recognized their contribution and has
assimilated them into the nation as the 44™ tribe*. It speaks of the bond they
have achieved.

Indians were active in raising concerns about colonial oppression and
practices on the African continent. Mahatma Gandhi, during his stay in
South Africa from 1893 to 1913, carried out a movement against the British
rulers, initially fighting for the rights of the Indian settlers as their lawyer and
later extending it to that of the original inhabitants of the land.” It provided
motivation for embryonic African movements. In raising concerns against the
apartheid rule in South Africa, India joined in the call for upholding human
dignity.®

A Vision for Engagement with Africa

Indian engagement with the African continent has lacked focus. Therefore,
a lot was spoken of, but there was little to show on the ground to exemplify
a healthy and progressive engagement. This underwent a change in 2014.
Though embedded in a continuation of the existing policies, a change was
brought about in the approach and prioritization with added energy.
“Developing together as equals” can best define the essence of this bilateral
partnership with political, economic, and cultural interactions. Aresurging
Africa and a ‘rising India’ can together fuel South-South Cooperation.
The following principles have been enunciated as tenets for India-Africa

2 Karmwar Manish. India’s Relations with East Africa: A Historical Study. From
https://www.researchgate.net accessed on 28 Aug 2021

*Indian Indentured Labour in Natal from https://www.sahistory.org.za/article accessed on 28 Aug
2021

4Indians become the 44th tribe of Kenya https://indianexpress.com/article/research accessed on 28
Aug 2021

5Mohandas Karamchand Gandhi https://www.sahistory.org.za/people accessed on 28 Aug 2021

8\Venu Madhav. India’s Gift to the Struggle against Apartheid from https://www.theindiaforum.in/

article accessed on 27 Aug 2021
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engagement focused on a supportive and comprehensive approach to capability
augmentation.’

1. Africa will be prioritized. India will engage with the continent with
regularity and with greater commitment.

2. Africas priorities will guide the engagement. It will focus on the
creation of capacity and capability at the grassroots level. The terms and
conditions will be designed to suit local conditions to tap the potential
with no strings attached for the future.

3. Indian markets will be made increasingly accessible for trade, and
Indian industries will be encouraged to invest in Africa.

4. Indias digital experience will be harnessed for application in African
conditions in the fields of service delivery to the masses, health,
education, financial services, and bringing succor to the marginalized.

5. Cooperation in the field of agriculture to improve Africa’s output.

6. Jointly, we will work to improve the adverse impacts of climate change.

7. Promote mutual cooperation to combat the scourge of terror and
extremism will be promoted. It will also be extended to cyber security
and engagements at the UN.

8. Promote freedom of navigation on the seas and cooperation on the
eastern shores of Africa as next-shore neighbours.

9. Work to make Africa a region of hope and opportunity for its youth.

10. Work together to provide just representation for the voices of one-third
of the world population.

The Importance of Africa

The African continent is rapidly progressing, as exemplified by economic
progression, improved educational and health standards, better gender parity
indicators, and proliferating surface connectivity. Leadership in Africa has
provided increasing political stability, which together is creating favorable
conditions for investment and development. India attaches special importance
to collaborating with Africa in its march towards progress.

Africa’s east coast integrates with the littoral nations around the Indian
Ocean, with ten countries along the coastline. The Indian Ocean plays a central
role in its sustenance and economic activities. Maritime security thus emerges
as a priority area of engagement between India and Africa.

7“Prime Minister’s address at Parliament of Uganda during his State Visit to Uganda,” Ministry of
External Affairs, Government of India, July 25, 2018. Available at https://mea.gov.in/Speeches-
Statements
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Intensified Engagement and African Priorities

Priority to Africa. The establishment of the India-Africa Forum Summit
(IAFS) in 2008 signified the planned engagement of India with African
nations. Three summits of the forum have been held, and the fourth. India
has prioritized Africa and its economic and foreign policy, which is visible
from the Heads of State visits that have taken place since 2014. ® Twenty-nine
visits to African countries at the level of President, Vice President, and Prime
Minister have taken place from India, and all 54 African countries have been
covered through visits by ministerial delegations. In the last four years, 32
heads of state or government have visited India. India has commenced with
the opening of 18 new missions in Africa to translate policies into action.’ The
process will take the number of resident Indian missions in Africa from 29 to
47 by end of 2022.

Guided by African Priorities. India has approached its development
partnership with African countries through capacity building and training
under Indian Technical and Economic Cooperation (ITEC), Lines of Credit
(LOC), or concessional loans and grants assistance, trade, and investments.
Today, India’s investments in Africa stand fourth amongst nations engaging
the continent and is the largest employer. It has also engaged in capacity
building initiatives for local youth. India maintains a consultative approach
toward project identification and implementation methodologies, factoring in
native desires and sentimentalities. African governments choose ventures in
accordance with their stated development requirements to receive the LoCs. It
is ensured that the entire process is non-conditional with the intent to augment
the developmental process in the host nations.'” Forty-two percent of India’s
total LoCs (totaling 11 billion USD) have been granted to African nations (41
countries).

Market and Investment. The Indo-African market and investment trade in
the year 2017-18 was marked at 63 billion USD. It has shown a growth of over
ten times, increasing from 7 billion USD to 78 billion USD during the period
2001-2014. Total investments from India now amount to 54 billion USD,
which places it fourth in terms of investments in the continent. !

8|ndia Africa relations from https://www.mea.gov.in/Portal/ForeignRelation accessed on 27 Aug 2021
¢ “Cabinet approves opening of Missions in Africa to implement commitments of India Africa Forum
Summit (IAFS-1I1)” Press Information Bureau, Government of India, 21 March, 2018. Accessed on 28
Aug 2021 http://pib.nic.in

© Dipanjan Roy Chaudhury, “India’s partnership with Africa is free of conditionalities” Economic
Times, 29 May, 2019. Accessed on 28 Aug 2021 from https://economictimes.indiatimes.com/news
"“Remarks by External Affairs Minister at the Africa Day Celebrations at Vibrant Gujarat 2019,” Ministry of
External Affairs, Government of India, January 19, 2019. Accessed 28 Aug 2021 from https://www.mea.gov.in
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Agriculture. India has benefited from the green revolution in agriculture.
It has acquired creditable experience that can be shared with agriculturists
on the African continent. The expertise is termed Triple “A” (Appropriate,
Adaptable, and Affordable) technology, which can greatly help farmers with
smallholdings. India has been engaged in promoting agribusiness through
incubation centers, food-testing laboratories, and soil testing technology.
Engagement in Defense and Security. Military ties between India and African
countries are a work in progress. The training of African military officers in
military training establishments in India has been the strength of defense ties
aimed at capacity building. Joint field exercises started in 2019 in the form of
the Africa-India Field Training Exercise (AFINDEX-19). The first was held in
India with participation from 17 African countries. It focused on humanitarian
mine assistance and peacekeeping operations under Chapter VII of the UN
Charter. 2

India and Africa share an obligation to preserve rule-based international
order for the safe and secure passage of maritime trade across the Indian
Ocean’s SLOCs.The Indian Ocean Rim Association (IORA) and the Indian
Ocean Naval Symposium are multinational naval mechanisms initiated with
active participation by India that work to develop a closer understanding
amongst the navies of the region and foster greater interoperability and a
shared awareness of the maritime domain. Naval cooperation has been kept
up with planned port calls, exchange of support, intelligence, and patrolling.
A naval data center in the form of an Information Fusion Center has been
established in New Delhi, which tracks and monitors sea traffic in the Indian
Ocean, synchronizes response to untoward incidences, and shares submarine
safety information. The Indian Navy has been involved in roles concerning
non-traditional threats in the region, with increased missions related to
humanitarian assistance and disaster relief over the past decade.”
Terrorism. As partners in the security arena, both India and Africa identify
terrorism as the prime threat to humankind and progress. Both have
experienced radical terrorism and religious extremism on their soil. India and
countries from Africa are working towards the finalization and adoption of the
Comprehensive Convention on International Terrorism by the UN General
Assembly.
In Digital Space. The Pan African e-Network (PAeN) project for tele-
education and telemedicine that was launched in 2004 exemplifies India’s

2 “Charter of the United Nations, Chapter VII, available at: https://www.un.org/en/sections/un-
charter

1B “Indian Navy — first Responder to Cyclone ‘IDAI" in Mozambique 19 March 19” Press Information
Bureau, Government of India, New Delhi. Accessed on 28 Aug 2021 from http://pib.nic.in/newsite
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digital collaboration with Africa. The network is operational in 48 African
nations, with its hub located in Senegal. Further, in 2018, India launched a
new network project named e-VidyaBharati and e-ArogyaBharati (e-VBAB)
!, which has established two separate web-based portals in the fields of tele-
education and telemedicine. M-PESA, Jumia, and Ghana Card are digital
innovations" in Africa that have been successful. India has been successful
with digital initiatives aimed at digital transformation through inclusion and
skill development. Effective implementation of these in African countries
will benefit economies, skill young Africans, and prepare them for job
opportunities. Cyber security has emerged as a vital element in today’s digital
world, where there is increased collaboration.

Combatting Climate Change. The obligation of India and African nations
to take actions to mitigate the negative consequences of climate change
can be seen in India’s SDG commitments and Africas Agenda 2063. Green
technology is at the core of India and Africa’s schemes for climate change.
An exemplification of the India-Africa sustainable development partnership
is reflected in the India-France-initiated International Solar Alliance (ISA).
Within its ambit, India has guaranteed a credit line of $2 billion USD to Africa
for the execution of off-grid solar energy projects in five years’ time.'® African
participation in the ISA is marked by the fact that out of 48 signatory nations
who ratified the Framework Agreement, 25 are African nations."”
International Institutions and Global Governance. India and Africa
have traditionally worked together in institutions of global governance and
multilateral forums. The intent has been to achieve more autonomy and make
sure that the issues of importance to the “global South” are given due credence.
India maintains that a rules-based multilateral international order is necessary,
but it requires improvement to address the realities of the time. PM Modi has
advocated ‘Reformed Multilateralism’ that calls for constructive reforms of the
multilateral forums.

“Damian Radcliffe, “Mobile in Sub-Saharan Africa: Can world’s fastest growing mobile region keep it
up?” ZDNet.com, October 16, 2018. Accessed on 27 Aug 2021 from https://www.zdnet.com/article
5 Kieron Monks, “M-Pesa: Kenya’s mobile money success story turns 10” Cable News Network,
February 24, 2017. Accessed on 27 Aug 2021 from https://edition.cnn.com/2017/02/21/africa/
mpesa-10thanniversary

® William Brent, “Multi-billion dollar Africa-India partnership aims to eradicate energy poverty”
Thomson Reuters Foundation, June 12, 2017. Accessed on 27 Aug 2021 from http://news.trust.org
7International Solar Alliance, “Countries who have signed and ratified the ISA framework agreement,”
Ministry of External Affairs, Government of India, New Delhi. Accessed on 27 Aug 2021 from http://

isolaralliance.org
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Conclusion

India and Africa have common origins and have traditionally worked together
with a common understanding and aspirations. In the last decade, this
cooperation has been given greater focus through the sustained and continuous
engagement of African countries by India. The requirement to skill the youth
and harness the demographic dividend in India and the African continent,
coupled with developmental requirements, provides abundant opportunities
for growth. The partnership between the two aimed at developing together as
equals is the call of the time. Together, a resurgent Africa and a rising India will
chart a course towards growth and prosperity.
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Abstract

The United States of America (USA) and the People’s Republic of China (PRC)
are the two largest economies on the globe that have been interlocked in a
trade war since 2018. The growing trade deficit, theft of intellectual property,
avoidance of universal rules of trade by China, the spirit of American first,
and geopolitical interests are the main causes behind this war. The effects of
this trade war have been experienced by the entire world, which will shape
the USA’s position as a world superpower as well as balance the PRC'’s rise.
The continuation of a trade war can have incredible repercussions on the
worldwide trade environment. Both countries must figure out how to contain
their monetary differences and keep the world from pushing toward a further
downturn.

Introduction

The USA and PRC are the two largest economies on the globe, and Chinese
new trade rose swiftly after its accession to the World Trade Organization in
2001, with mutual trade between the USA and PRC amounting to the almost
U.S. $559 billion in 2019.! Starting in January 2018, the worldwide economy
had seen a progression of trade debates between the PRC and the USA, when
the USA government-forced defended duties on enormous private clothes
washers just like sun-based cells and modules.” The ensuing counter from the
Chinese position prompted an undeniable trade battle between these two best-
exchanging nations in the world. As with all trade wars, the PRC fought back
and forced solid obligations on American imports. The trade conflict between
the USA and PRC has resulted in diverse effects, slowing the global economy
and giving rise to new trends in domestic and external economic affairs. The
U.S. Vice President, Joe Biden, has been continuing with Trump’s policy, and
trade relations have been witnessing softening between them.

'Andrew Mullen, Economy / Global Economy Explainer | US-China relations: is there still a trade war
under Joe Biden'’s presidency? Published: 7:30pm, 23 May, 2021(Updated: 12:02pm, 11 Jun, 2021)

2 Lighthizer, R., 2018. President Trump Approves Relief for U.S. Washing Machine and Solar Cell
Manufacturers. Washington D.C.: Office of the United States Trade Representative
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The History of the US-PRC Trade War

The trade conflict between the United States and the People’s Republic of
China began on July 6, 2018, when the United States imposed a 25% duty on
$34 billion in Chinese imports, the first in a series of restrictions imposed in
2018. It’s constantly rising, with the U.S. and China imposing standard import
demands on each other’s goods until a central agreement on a phase one
financial agreement is reached in mid-December 2019.°

Theoretical Framework

In a restricted sense, a trade war is defined as conflict arising from commercial
tariffs that two or more countries impose or seek to impose against each other.
* The trade war might be caused by economic or non-economic factors. In this
situation, countries may try to defend their producers, a specific industry, or
a group of sectors that formed for economic reasons. The goal of this article
is to strategically analyze the mutual maneuvers of the United States and
China in the context of the trade war, using game theory tools to examine
both countries’ decision-making processes. Academic studies on US-China
trade relations, causes, and effects are discussed in this manner, followed by a
game theory analysis of the US-China trade war.” and a focus on the country’s
sanctions and counter-sanctions policies.

The Beginning of the Trade War

Throughout his 2016 campaign, Donald Trump promised to reduce import/
export irregularities with the PRC. He promised it was arranged in gigantic
part on outlandish Chinese trading chips away at, as well as ensured
development robbery, obliged advancement moves, a shortfall of market
entree for American associations in the PRC, and an unbalanced landmark
realized by Beijing’s blessings for sustained Chinese associations. The PRC,
meanwhile, acknowledged that the United States was striving to limit its
mounting influence as a global economic influence.

sAndrew Mullen, Economy / Global Economy Explainer | US-China relations: is there still a trade war
under Joe Biden'’s presidency? Published: 7:30pm, 23 May, 2021(Updated: 12:02pm, 11 Jun, 2021)

+ Kalaycioglu, S. Korumaciligin Cirkin YuzG: Ticaret Savaglari. TASAM: https://tasam.org/trTR/
Icerik/45086/korumaciligin_cirkin_yuzu_ticaret_savaslari,

s Liliana Inggrit Wijaya, Zunairoh Zunairoh,Rizky Eriandani, | Made Narsa. “Financial immunity of
companies from Indonesian and Exclude quotes On Exclude bibliography On Exclude matches < 5
words Shanghai stock exchange during the US-China trade war” , Heliyon, 2022

¢ Andrew Mullen, Economy / Global Economy Explainer | US-China relations: is there still a trade
war under Joe Biden’s presidency? Published: 7:30pm, 23 May, 2021(Updated: 12:02pm, 11 Jun,
2021)
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The Current State of US-PRC Trade

Goods trade between the United States and the People’s Republic of China (in
U.S. dollars)’

Year Export Imports Balance

2021 151,065.2 506,366.9 -355,301.7
2020 124,485.4 434,749.0 -310,263.5
2019 106,448.4 450,760.4 -344,312.0
2018 120,281.2 538,514.2 -418,232.9
2017 129,997.2 505,165.1 -375,167.9
2016 115,594.8 462,420.0 -346,825.2
2015 115,873.4 483,201.7 -367,328.3
2014 123,657.2 468,474.9 -344,817.7

(Source: Census.gov Business ¢ Industry Foreign Trade USA-PRC Trade Data, USA
International Trade Data as of March 3, 2022.)

With four-year-old forced levies, the USA and PRC saw a precarious
decrease in the absolute worth of reciprocal trade streams. The trade balance
in the last two decades has always been in favor of the PRC. In 2021, the USA
had a trade deficit of $355,301.7 million.?

The Roots of the US-PRC Trade War

Since the PRC’s entrance into the World Trade Association in 2001, the PRC
has been developing its economy in an extraordinary way and scale, which
overwhelms the world economy because of its low creation cost, modest
workforce, and low expectations for everyday comforts, to some extent fixing a
trade rate with the dollar. The following are important reasons for the ongoing
trade conflict between the United States and the People’s Republic of China.

Factors related to the Trade War. Solar board and clothes washer imports
harming U.S. businesses; steel and aluminum as public safety threats; and
unfair trade practices for innovation, intellectual property (I.P.), trade deficit,
and trademark execution by Trump in USA Election, 2016 to reduce import/
export imbalance with PRC.

The geopolitical interests of the PRC and the United States. The United
States regards the quantitative and subjective development of the People’s

7 Census.gov » Business & Industry » Foreign Trade » U.S. International Trade Data, https://www.
census.gov/foreign-trade/balance/c5700.html.

8 Census.gov > Business & Industry » Foreign Trade » U.S. International Trade Data, https://www.
census.gov/foreign-trade/balance/c5700.html.( Accessed on 3/3/2022)
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Republic of China’s force as the critical test of the twenty-first century, which
triggered the sharp financial rivalry with the PRC.

America’s First Policy. As per Trump’s strategy of ‘America First, import
duties were introduced to make USA-made products cheaper than imported
ones.

Monetary Dominance and the U.S. Dollar. Since 2017, the PRC’s GDP
has consistently outperformed the U.S. in terms of Purchasing Power Parity®,
and the Renminbi’s importance in global trade and trade has been steadily
rising. The quantity of PRC infrastructure plans such as the Belt and Road
Initiative, Asian Infrastructure Investment Bank, and Made in China 2025 ',
which draw/powers utilizing Yuan and E-cash, continues to undermine the
syndication of the U.S. Dollar.

Technological Supremacy. The sale of Huawei and less use of Google and
Facebook in Russia and Brazil are threatening the existing dominance of
US. firms in the digital space as a manifestation of conflicts in maintaining
technological Supremacy.

President Joe Biden and the Trade War

Joe Biden affirmed he would not make any “quick moves” to lift taxes the
Trump organization had forced on imports of Chinese products before a full
survey of the current stage of the economic accord and interviews with USA
partners.!! Biden appears to be focusing on “PRC’s harmful activities,” which
include “taking licensed innovation, unloading items, unlawful sponsorships
to partnerships,” and constrained innovation moves. The Biden organization
is planning a “thorough survey” of the PRC’s trade strategy, which will include
how to move toward Trump’s stage one economic agreement with Beijing,
which will expire at the end of 2021."

Effects of the Trade War on the World Order

The PRC-USA trade war is an instrument for the competition between the
world’s most noteworthy financial forces, the USA and PRC. The result of
these two monetary lines will shape the USA’s position as a world superpower.
Indeed, a few specialists have suggested that the reciprocal clash may ultimately
advance into another Cold War in this way, risking the dependability of the

° https://statisticstimes.com/economy/united-states-vs-china-economy.php
ven.wikipedia.org

"Ibid

2]bid.
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worldwide political and financial climate."

Impact on the Chinese economy. The Chinese economy saw a progression
of ruins and felt constrained to double the value of government-supported
foundation projects to $107.8 million, up from $52.8 million, and to present
$300 million worth of tax reductions." It could push the PRC’s central goal of
progressing toward cutting-edge enterprises, with its “Made in China 2025
plan aiming to increase assembling strength in areas such as mechanical
technology and electric vehicles.

Impact on the USA. The U.S. labor market saw positive elements, with 6.4
million positions added since 2017, while the unemployment rate fell to 3.5
percent, its lowest level since 1969, and the import/export imbalance with the
PRC was limited to USD 16 million, the smallest since March 2009."

Effects on the Global Economy. This trade war has disintegrated global
trade volume and global monetary development and soundness; induced
a shield public economy, prompting the arrival of protectionism and the
ascension of libertarian, patriot, and anti-globalization waves; a vulnerability
in the world’s large scale economy; irregularity and caused by the trade war.®

SWIFT Banking System Threat. To counters the threat of the USAs imposed
trade sanctions, Russia and the PRC started their alternative to the USA’s
dollar-based global SWIFT banking system. Due to Trump’s unpredictable
acts and prevailing economic uncertainty, more and more banks may join the
alternate SWIFT banking system, thus reducing economic dominance."”

A Threat to Existing Global Systems. The tariff hikes and threats initiated
by Trumps administration are applied outside the WTO, and the bilateral
negotiations threaten the existence of well-accepted global systems and may
even impact the condition of European companies in third markets.'®

Increased Exports from Third Countries. Third-country exports to the
U.S. and PRC from East Asian countries, Mexico, and Canada would rise.

Effects on Peace, Security, and Stability in the World. This trade war has
created a global recession and economic turmoil around the world, escalating
USA-PRC tension in diplomatic relations and on the issue of the South PRC
Sea as well. If two countries are unable to come to a trade agreement, it can
further escalate the cold war, affecting the peace, security, and stability of the

3Chong, T. T-l., & Li, X. (2019). Understanding China-US Trade War: Causes, Economic Impact, and the
Worst-Case Scenario. Hong Kong: Lau Chor Tak Institute of Global Economics and Finance.

“Ben Holland and Cedric Sam May 28, 2019A $600 Billion Bill: Counting the Global Cost of the U.S--
China Trade War

s |bid.

®|MF,2019, Escalating U.S.-China Trade War Would Hit Manufacturing, Agricultural Jobs. Euronews.
7Karnani, C.,2019, Asian Metals Market Update. Insignia Consultant.

8 Jakdbowski, J. 2018. The US—China trade dispute: phase two. (A. Eberhardt, Ed.) 276, 1-6.
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world.

For the first time since WW II, the USA faces a strategic competitor that
possesses both economic and military capabilities on par with the USAs
capabilities. The influence and control of the USA across the world are now
shaking and loosening. The challenge for the USA is to balance the PRC’s rise
while contributing to regional stability. The trade war is one of the means that
the USA is adopting to contain the Chinese status quo, thus contributing to
heightened USA-PRC economic conflict."”

The Way Forward

The impact of the trade war has an undesirable effect on the conflicting parties
and the greater world. Thus, the following is recommended. Unfair trade
practices by the PRC should be settled by dialogue between the two countries
with the mediation of the WTO. They understand and realize their deeply
interconnected, dependent, and globalized economies, their consequences,
and their role in saving the global economy from disaster. The U.S. should not
withdraw from or act against the international financial/trading institutions
and allies such as the WTO, the IMF, and the Trans-Pacific Partnership. Instead,
it should continue to establish them as a global tool for maintaining a stable
economic order. Activities like the transfer of U.S. high technology and theft of
LI.P. by Chinese companies have to be controlled. The PRC should restructure
the field of intellectual property rights by combining internal and external
actions, learning from the practices of other countries, and then responding to
one-sided trade shield acts in accordance with transnational rulebooks.

© Jennifer Rudolph Michael Szonyi, 2018. The China Questions Critical Insights into a Rising Power
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ENHANCING KENYA'S DIPLOMACY AND IMAGE
THROUGH SPORTS

Col Paul K Koech, Ogw, Psc’ (K) - Kenya Army (K)

Abstract

Diplomacy is an important tool that countries use to promote their images
and enhance their national interests. Most countries in the world reap huge
benefits by deploying some of their best citizens to these prestigious diplomatic
positions. Kenya has been deploying both career and non-career diplomats
with mixed outcomes. Some non-career diplomats have done extremely well,
particularly in peace negotiations involving our neighboring countries. They
include former vice president Mr. Kalonzo Musyoka and Lieutenant General
(Retired) Lazarus Sumbeiywo, who mediated Sudan and South Sudan’s peace
process, leading to the independence of South Sudan. Lieutenant General
(Retired) Daniel Opande, who took part in the negotiations of the peace
processes in Liberia and Sierra Leone, not forgetting our cultural goodwill
ambassadors who have excelled in sports activities. They include Lieutenant
Colonel Paul Tergat, a UN World Food Programme (WFP) “Ambassador
against Hunger” Tecla Lorupe, Peace ambassador Eliud Kipchoge, Tourism
ambassador Kenya’s interests globally require a balanced mix of career and
career diplomats to articulate and promote Kenya’s interests globally. This
journal seeks to answer the question: of how Kenya can leverage her cultural
diplomacy pillar to enhance and promote her geopolitical and geo-economic
interests using a mix of both career and non-career diplomats.

Introduction

The role of Diplomacy is to manage the interactions among states and between
states and other players or actors in the international arena. Considering the
perspective of the state, Diplomacy entails formulating and implementing a
country’s foreign policy. It, therefore, implies that Diplomacy is the roadmap
through which states, through their formal or informal representatives,
together with other players or actors, promote, coordinate, and secure specific
or wider interests. They do this via correspondence, private talks, views
exchanged, lobbying, visits, threats, and other similar activities. !

It is often assumed that the conduct of Diplomacy entails the employment of

'Barston R P, Modern Diplomacy. Dorling Kindersley, India, (1998) p 1.
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peaceful activities. Diplomacy may, however, take place within a war or armed
conflict environment. It may be exercised in the execution of specific acts of
violence. These acts may include obtaining airspace clearance for offensive air
support operations. The thin line between diplomatic action and aggression is
among the current developments characterizing modern diplomacy.

Theoretical Framework

The best theory to anchor in this journal is Realism, whose proponents include:
Thucydides, Machiavelli, Thomas Hobbes, Hans Morgenthau, E. H. Carr,
Kenneth Waltz, and Robert Gilpin, among others. The key assumptions of this
theory encompass the fact that human beings engage one another as members
of a group and that international relations take place in a state of anarchy and
are conflictual. Also, power is driven by international politics, which is state-
centric, and states are the key actors. States are rational actors pursuing their
own self-interests or national interests defined in terms of power. Diplomats
equally undertake their diplomatic duties in pursuance of the national interests
of their countries.

Kenya, like all other countries in the world, pursues its diplomatic
obligations through its foreign policy. The foreign policy is geared towards
enhancing the sovereignty of Kenya. The policy is also aimed at promoting
global peace by fostering good working relations, first with her neighbors,
secondly regionally within the African continent, and finally with the rest of
the world.’ Kenya’s foreign policy is anchored on five (5) interrelated pillars of
Diplomacy;, as follows: the economic pillar, the environmental pillar, the peace
pillar, and lastly, the cultural and diaspora pillar. The main purpose of the
economic diplomacy pillar is to ensure the attainment of a positive trajectory
of sustained economic growth. The envisaged growth will transform as well as
raise Kenya’s social and economic development and prosperity in line with the
objectives and aspirations of Vision 2030.* The peace diplomacy pillar aspires
to leverage Kenya’s successes in promoting tranquillity, peace, and stability.
It also aims at establishing an enabling environment for development and
prosperity in neighboring countries, the African continent, and the world
at large. The environmental diplomacy pillar appreciates Kenya’s substantial
interest pertaining to the sustainable exploitation of its own natural resources.
This aspect extends to the East Africa Sub-region, the region of Africa, and the
rest of the world. As pertains to the cultural diplomacy pillar, its objective is to

2]bid.
3Kenya'’s Foreign Policy (2014) p 27.
41bid.
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utilize culture as an instrument of international relations. This is propagated by
making use of our rich cultural heritage and endowments as the springboard of
our international relations. Finally, the diaspora diplomacy pillar appreciates
the relevance of pooling the multiplicity of skills and expertise of Kenyans
living abroad. This involves facilitating their integration into the national
development agenda.’

The Cultural Diplomacy Pillar

Kenya is endowed with immense potential for cultural heritage spanning the
entire country. This huge cultural potential can be exploited for the purpose
of the development of the country. Kenya has always prioritized and elevated
the relevance of culture as the basis for discussion in the national arena. By
embracing cultural activities throughout the various Kenyan nations, the
nation’s unity in diversity is best manifested. Kenya’s cultural diplomacy
endeavors to increase awareness, particularly of her cultural richness and the
benefits inherent therein, to spur renewed conscience in the country’s cultural
heritage.

The objectives of the cultural pillar include:

Recognition and respect of cultural diversity and heritage.

Enhance and nurture cultural exchanges and partnerships.

We encourage and promote worldwide intercultural discourse.

Participate in and encourage art and sports diplomacy by appreciating

the critical role played by all the stakeholders: the artists, the athletes,

and other sportsmen and women.

5. Champion recognition of Kiswahili as a regional and international
language as well.

W=

Kenya has participated in various sporting activities since independence, and
its performance has been improving tremendously. The levels of participation
have been at the national and military game levels. These sports activities range
from athletics, rugby, football, handball, hockey, and basketball, among others.
Kenya has excelled extremely well, particularly in athletics and rugby. The 3
Olympic Games, which ended on August 8, 2021, in Tokyo, Japan, were a huge
success for Kenya despite the many challenges experienced. The management
of sports in Kenya is done through the Ministry of Sports. The ministry
executes this mandate through registered agencies such as Athletics Kenya and

slbid.
6Kenya’s Foreign Policy (2014) p 28.
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the National Olympic Committee for track and field events. Athletics Kenya
has affiliates as follows:

1. Athletics Kenya, Defence Forces.

2. Athletics Kenya, National Police Service.

3. Athletics, Kenya Prisons Service.

4. Kenya Universities Athletics

Other sports have their own coordinating bodies, such as the Rugby Union
for Rugby sports.

‘Military games’ performance

Military games take place at two levels. The East African Community (EAC)
level and the World Military Games level The last EAC military games took
place in Nairobi, Kenya, from August 11-26, 2019, while the world military
games were held in Wuhan, China, in September 2019. A total of one hundred
and ten (110) countries took part. Kenya was among the countries that took
part and were ranked twenty (20), the second in Africa after Egypt. The final
results are as shown below:

Country | Gold | Silver | Bronze | Total | World Position
CHINA 133 64 42 239 1

RUSSIA 51 53 57 161 2

BRAZIL 21 31 36 88 3

FRANCE 13 20 24 57 4

POLAND 1 15 34 60 5

EGYPT 2 2 19

KENYA 2 1 2 5 20

The 32nd Olympics Summary Performance

Kenya’s performance in the just-concluded “2020 Olympics”, as it was supposed
to have been held during that year, but it was moved to this year in 2021 because
of the outbreak of the Coronavirus disease (Covid 19), was exemplary. Kenya’s
prowess was demonstrated on Sunday, August 8, 2021, during the final days
of the 32nd Olympic Games. The Tokyo planners and organizers surmounted
immense odds, such as the upsurge of coronavirus cases and rising resistance
to the hosting of the Tokyo Olympic Games by the city inhabitants because of
the fear of the spread of the disease. Outside the venue, there was a sizeable
number of silent supporters who were against the staging of the Olympics
outside the Tokyo National Stadium. The hosting of the games for a period
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of two weeks cost fifteen point four ($15.4) billion dollars (approximately one
point six (1.6) trillion Kenya shillings). In the end, the United States of America
(USA) led the world, followed by China, Japan, and Kenya, which were ranked
number nineteen in the world.

On the African continent, Kenya was the best African nation, maintaining
the nineteenth position globally. The total medals won were ten (10), segregated
as follows: four gold, four silver, and two bronze. The medals were all won in the
athletics events, which are Kenya’s specialty. The winners were as follows: Faith
Chepngetich Kipyegon (1,500m), Emmanuel Korir (800 meters), together with
their marathon counterparts, Eliud Kipchoge and Peres Jepchirchir. Ferguson
Rotich (800m), Hellen Obiri (5,000m), Timothy Cheruiyot (1,500m), and
Brigid Kosgei (1,500m) won silver medals. Hyvin Kiyeng and Benjamin Kigen,
both in the 3,000 m steeplechase. The overall table standings were as indicated
below:

Country | Gold | Silver | Bronze | Total | World Position
USA 39 41 33 113 1

CHINA 38 32 18 88 2

JAPAN 27 14 17 58 3

UK 22 21 22 65 4

RUSSIA 20 28 23 71 5

AUSTRALIA 17 7 22 46 6

KENYA 4 4 2 10 19

Kenya’s dominance in the middle and long-distance races was shuttered,
and this trend equally affected the USA and Jamaica in short-distance races.
Kenya had never lost a three thousand (3,000) meter steeplechase for as long as
we can remember. Other races in which we did not fare well include both the
5,000 and 10,000-meter races for men and women.

W]JC 2021 IAAF World Athletics Under 20 Championships

The subject competition took place in Kenya - Kasarani, Nairobi, from 16-22
August 2021. The event was successfully organized for the first time in Africa.
Kenya defended its position in the world that it managed to win in Tampere,
Finland, in 2018 with eleven medals. This time with an improved medal tally
of sixteen medals, as shown below:
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Country | Gold | Silver | Bronze | Total | World Position
KENYA 8 1 7 16 1

FINLAND 4 1 0 5 2

NIGERIA 4 0 3 7 3

ETHIOPIA 3 7 2 12 4

JAMAICA 3 6 2 1 5

SOUTH AFRICA 3 2 4 9 6

BOTSWANA 3 1 0 4 7
Recognition

Due to their sterling performances in the various disciplines, the following
athletes have been recognized and appointed goodwill ambassadors. Lieutenant
Colonel Paul Tergat, a UN World Food Programme (WEFP) “Ambassador
against Hunger.” Tecla Lorupe, Peace Ambassador Eliud Kipchoge, Tourism
Ambassador.

Conclusion

The Sunday, August 8, 2021, Olympic climax remains one of the biggest
sports events in history. Eliud Kipchoge once more proved his dominance by
winning the gold for Kenya in the men’s marathon, which was the last event
in the athletics category. The USA led the world by edging China at the top
of the medals table to take position one. They won a total of thirty-nine (39)
gold medals, just one ahead of China. The games were characterized by low
spectator support as they were conducted in Tokyo and other outlying cities
of Japan, which were placed under a state of emergency due to COVID-19
infections reaching new alarming records. The World Junior Championships
were also a success for Kenya. The Kenyan team maintained its world-leading
position. All these events continue to enhance Kenyas Diplomacy through
participation in sports activities.
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PRIVATE SECURITY SECTOR IN EAST AFRICA REGION:
A CASE STUDY OF KENYA

Mr. Alfred Angengo — Kenya Police Service

Abstract

This paper seeks to examine the private security sector in East Africa Region.
Due to increased demand for private security and an insufficient number of
state law enforcement officers to provide adequate protection to all residents,
private security has grown and developed throughout East Africa, particularly
in Kenya. In most cases, private security is regarded as crime prevention. As
such, they are involved in the normal efforts of maintaining law and order,
apprehension of offenders and preventing and detecting crime within the
assigned areas of their clients. Therefore, it can be said that private security has
been undertaking tasks similar to that of conventional policing authorities.
In this sense, private security has been meeting the needs and demands of its
clients, who are willing and able to pay for their security services. In Kenya,
therefore, Private security forms a critical part of the country’s security setup.
The increase in crime and rise in terrorism attacks, in particular, has led to
the increasing use of private security in Kenya, particularly in key social
institutions like schools, churches, supermarkets, and many other state and
non-state organizations. Therefore, private security in Kenya has improved
security in Kenya and East Africa at large. It was guided by the following
questions: (i) what factors have led to increased private security guards in
Kenya? (ii) What are the role and impacts of private security guards on crime
prevention in Kenya?

Introduction

Private security can be defined as services offered to clients by non-State
agencies. The growth of private security in most parts of Africa has been
propelled by increased investments in industries by private firms, therefore,
requiring security services to protect their properties. It is also not practical for
the government security officers to be deployed to every citizen in their homes
and protect their properties and, therefore, a fertile ground for private security
services. The provision of security to the citizens and their properties is one
of the vital functions of any government. It, therefore, needs for partnership
between the private sector and the government to provide adequate security.
Since security has a strong impact on the economy and individual life,
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throughout history, society has been concerned with security on both an
individual and communal level. Security is defined by Wairagu, Kamenju, and
Singo (2004: 29) as “freedom from hazard” or “liberty from fear or dread” and
relates to a sense of protection and virtual comfort in socio-economic, political,
legal, and cultural interactions. Attempts to offer such security have evolved
throughout time, reflecting shifting circumstances and human subsistence
requirements.'

Private Security Sector in East Africa Region; a Case Study of
Kenya

The emergence of private security in Kenya has been influenced by inadequate
numbers of police officers recruited by the government. This is partly due to
budget constraints and priorities. This was most common in the late 1980s and
continued through the 1990s. The economic decline had affected Kenya and
the rest of Africa, resulting in drastic cuts in State expenditure and investments
to meet donor expectations, such as the Structural Adjustment Program
imposed by the International Monetary Fund. Thus, most State corporations
were privatized, and administrative roles were reorganized to cut spending
due to their inability to provide essential services and sustain their operations.
This pushed most unemployed citizens into crime and illegal activities to
survive. It also increased the fear of crime, necessitating the emergence and
growth of Kenya’s private security industry. Simultaneously, the country was
characterized by rampant corruption, mismanagement of public funds and
assets, and failure to provide employment opportunities to the growing pool
of unemployed youth who were a risk factor for insecurity.

Rising crime rates and a general sense of fear have become hallmarks of living
in the country. According to the United Nations, Nairobi is one of the cities
with growing crime rates, and insecurity harms tourism, foreign investment,
and economic growth. A growing number of private security businesses have
developed due to escalating levels of violence and crime, as well as a lack of
faith and trust in the official police service.

Since police officers cannot be deployed to every citizen’s home and in every
business premises in the country, people have bonded together in various ways
to ensure their protection. The rise of private security organizations is one part
of this notion of safety and protection; another is the emergence of various
types of neighborhood watches or vigilante groups. While the rich may afford
to engage in private security services, most individuals must rely on more

"Wairagu, F., Kamenju, J. and Singo, M. Private security in Kenya. Nairobi: Security Research and
Information Centre. (2004: 29)
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informal security measures. In the face of growing violence and a low police
presence in Nairobi’s lower-class estates and informal settlements, vigilante
organizations have emerged to provide security.

The increased prevalence of crime and the impractical nature of sending
police officers to every person in the country for security and protection are
the primary factors driving Kenya’s private security sector today. Following
the 1998 attack on the US embassy and the hotel bombing and failed missile
attack on an Israeli airliner in Mombasa in 2002, and the recent attacks at
the West Gate and Dusit malls, fear of international terrorism has increased
the demand for security services, particularly among international clients.
Stavrou, A. (2002).> As per the US State Department, Nairobi is ranked high
regarding crime and terrorist attacks. According to key participants, since the
Westgate incident, many new security companies have been founded by local
entrepreneurs and retired military and police officers. The urge to hire private
security has increased recently, and many private security firms have increased
revenue income following contracts they receive from home and property
owners. Private security firms continue to make tremendous contributions in
Kenya. The notable contributions in the sector are crime prevention, creation
of employment opportunities, supporting community policing programs,
prevention of terrorism, technological advancement; regional expansion;
shaping behavior; and human civilization.

The private security industry is viewed as an institution that participates in
crime prevention initiatives and plays an important role in crime reduction and
maintaining law and order in society. This is because private security frequently
performs nearly identical activities to those performed by the traditional law
enforcement sector. Private security is perceived as meeting the demands of
willing clients, and they operate in areas where the government has never had
or claimed an effective monopoly.® As a result, the purpose of private security
is to protect client property and reduce risk, rather than to prosecute, convict,
or punish. Private security actors view crime as a threat to business margins,
and the law is viewed as a resource to be handled to avoid negative publicity
and minimize financial risk. People who have access to and are prepared to
pay for security services are turning to private security to secure their safety
and the safety of their families and properties due to rising insecurity. Private
security firms have stepped in to fill the void that the regular police have not
covered. Prevention of crime is not solely the job of the national police service;

2Kimosop, D., “Labour Turnover In Private Security Firms In Kenya: A Case Study Of Future Force
Security Firm” (University of Nairobi, Kenya, 2007)
3Gumedze, S. The Private Security Sector In Africa. (Tshwane, Pretoria: ISS, 2017)
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everyone has a responsibility to ensure that they play their respective roles in
crime prevention.

The 2010 United Nations Guidelines for the Prevention of Crime are a set of
guidelines developed by the United Nations. The guidelines offered advisory
that the State and the private security organizations should work closely with
one another to prevent crime. In this sense, private security service providers
are one of the key players in the corporate security sector. This was also
indicated in the note by the Secretariat on civilian private security services.
This proves that private security service providers have a noble role in crime
prevention and community safety.

Citizens exercising self-security should put measures to protect themselves
and their properties against potential harm and risks by contracting private
security service providers at their own will and cost. This proves that citizens
have a right to hire or contract private security service providers to meet their
specialized security needs. It further proves that personal security is not entirely
the State’s duty but a collective responsibility involving several stakeholders,
including private citizens. Private security is one of the consequences of
individuals’ right to make choices concerning their safety. Schreier, E, and
Caparini, M. (2005).*

Secondly, private security has played a big role in shaping behaviors. Private
security service providers have also been portrayed as potential guardians
by private security actors, who opined that Private Security has the overall
responsibility of controlling behavior within a specific location such as a
business establishment or public space with authority from the client. The
presence of private security guards in potential targets has played a role in
target hardening and, therefore, reduced crime cases.

Additionally, it has created employment opportunities for Kenyans. The
private security sector is a key source of employment in Kenya, as Wairagu,
Kamenju, and Singo (2004: 14) stated. Because the State did not regulate the
security sector before 2017, precise statistics on the number of security firms
are difficult. On the other hand, Kenya’s private security industry estimates
that there are over 400,000 private security guards and 3,000 security firms in
the country. Given the country’s high social dependency ratios, the industry is
also expected to provide indirect support to about 200,000 families.®

The private security business has turned into a major industry since it

+Schreier, F., and Caparini, M. Privatizing security: Law, practice and governance of private military
and security companies. Occasional Paper No. 6. Geneva: Centre for the Democratic Control of
Armed Forces (DCAF). (2005).

sDiphoorn, T “Surveillance of the Surveillers”: Regulation of the Private Security Industry in

South Africa and for Security, Journal of Contemporary African Studies, 25:3, 391-416, DOI:
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employs many people, both trained and unskilled, to fulfill the rising demand
of the corporate sector. The projected expansion of the sector will result in
many employment openings. Security guards make up about 90% of the
private security industry’s employees; they are at the bottom of the food chain,
with little or no relevant expertise. The private security services industry is
largely unorganized, with organized security services employing only about
10% of the workforce.

In addition, private security has greatly contributed to the development of
community policing in Kenya. Private security governance has evolved at a
breakneck pace. They are now in a better position to assist in the development
and implementation of community policing programs due to this evolution.
Regardless of the sensitivity of the information, they gather at the grassroots
level. Private security officers have traditionally been given low status.
Having a positive attitude towards private security guards will improve the
relationship between the private security sector and police and improve the
flow of information in dealing with crime.

Even though Private Security Companies in Kenya have not been allowed
to carry firearms during the cause of their duties, their presence at the clients’
premises has deterred away criminals. They have better-equipped vehicles and
are trained in self-defense skills, among other important basic and advanced
techniques in crime prevention and management. Private security firms can
train their security guards to protect against non-physical threats like computer
networks.

In Kenya, private security has also aided in the prevention of terrorism. After
the terror attack at Nairobi’s cooperative house in 1998, people’s perceptions
and actions on safety and security issues changed. (Ngugi, Kimani. Omondi.
Wanyama & Fatuma. 2004:8)°. Private security personnel has an important
role in preventing and responding to major crises, such as terrorist attacks.
Before any attack, private security personnel gives the ‘eyes, ears, and hands
and the ability to be first responders following any security-related incident,
necessitating the sector strengthening for greater service delivery.

By observing suspicious behavior and unusual objects, private security
guards provide a deterrent through their presence, maintaining checkpoints,
conducting body search and luggage screening, and operating CCTV camera
rooms for wide-area observation to detect irregular movements and activities
within and around the premises they guard.

6Ngugi, RW., Kimani, Y., Omondi, E., Wanyama, S. and Fatuma, A. (2004). Security risk and private
sector growth in Kenya: A Survey Report, Nairobi; Kenya Institute for Public Policy Research and

Analysis. 2004:8 .
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Kenya’s technological advancement has tremendously aided the growth of
private security. Abrahamsen and Williams (2005: 57)” emphasized the concept
that there is a move toward larger, more business-oriented, and professionally
managed firms, which will have a substantial influence on the industry’s
growth and services, particularly through the establishment of economies of
scale and increased access to finance. There is also broad consensus that the
highest echelon of Kenya’s security industry is fast shifting toward technology
solutions and that alerted response services, rather than conventional manned
guards, may probably become the norm in the future. Access control, video
surveillance, and drone technology are just a few examples.

Access control, such as a system that regulates the entry and exit of people,
vehicles, and goods, has aided the growth of private security. Employees can
now enter and depart buildings using their phones, cards, key chains, or
passcodes, a novel feature of Access Control. Access control is also useful for
keeping track of when one’s busiest periods are and who enters and exits the
building. Some security guards use drones to patrol difficult terrains, such as
electrical lines, risky construction sites, and crowded metropolitan areas.

These vast areas used to take hours to sweep and inspect; now, drones
are speeding up the process and safely taking live footage. Although remote
video surveillance has been for some time, observing monitored regions on
numerous devices, including phones, is relatively new. It’s easier to monitor
numerous sites at once and on the go with remote video surveillance.

The finest thing about new technology, in the end, is a new insight. Thanks
to video surveillance analytics, online guard reporting, and digital tracking,
security flaws are easier to spot. This enables more proactive security, methods,
and faster vulnerability identification.

Electronic article surveillance is also used by private security firms (EAS)
to detect fraudulent activities. This technology often employs magnetic, VHF/
microwave or barcode sensor are two options. EAS is a security system that
creates a detection or surveillance field using electronic sensors and detectors.
Electronic sensors, often known as labels or hard tags, are directly affixed
to objects or assets. When the object passes through the surveillance zone,
the detector will sound an alarm if the label or tag is not correctly removed.
Previously, EAS devices were primarily employed to prevent item theft in
retail enterprises. EAS systems can now be found in libraries, long-term care
or assisted living institutions, and pediatric wards in hospitals, where assets

’Abrahamsen, R. and Williams, M. The globalization of private security. Country report: Sierra Leone.
Aberystwyth: Department of International Politics, University of Wales at Aberystwyth. (2005: 57)
¢Prenzler, R. Sarre and T., Private Security and Public Interest: Exploring Private Security Trends and
Directions for Reform in the New Era of Plural Policing. (ARC Report, 2011)
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must be protected from theft.

Radiofrequency identification (RFID) is another technique that has lately
acquired traction in Kenyas private security market (RFID). Retailers have
been cutting edge of this technology, employing RFID to detect fraudulent
activity. On the other hand, RFID technology enables more than just retail
theft protection. Products may be tracked from the raw material stage to
manufacturing and production and the end-user. RFID technology, as a result,
delivers real-time data that may assist increase efficiency and production while
also protecting assets from theft or damage.

Private security firms have gained space in the international system. Some
security firms registered in Kenya can be found operating subsidiaries within
the region towns of the East African community countries. The sector’s early
establishment and expansion in Kenya have provided firms a competitive edge
over other countries where the private security industry is currently developing,
such as Uganda, Tanzania, and Rwanda. (Abrahamsen & Williams, 2005: 56)°.
KK Security remains one of the biggest in East Africa, with offices and human
resources in Rwanda, Uganda, Tanzania, and Congo DRC, where KK Security
controls about half of the alarm manufacturing market in Kigali, Rwanda’s
capital. The Security Group has offices in Ethiopia, Tanzania, and Uganda and
has a strong regional presence.

In the same way, Ultimate Security has offices in Uganda and Tanzania,
while Securex has offices in Uganda. (Ngugi et al., 2004: 53)."° KK Security is
now the only Kenyan company operating in eastern DRC’s Goma and Bukavu.
If private security organizations can diversify their services and products, they
have a good chance of becoming multinational institutions. This is an area that
necessitates further investigation.

Finally, private security has greatly contributed to the human civilization
in Kenya. Before outlining security, it is essential to analyze the need and the
importance of security to human civilization. This redirects us to Maslow’s
hierarchy of needs, a theory advanced by Sir Abraham Maslow in 1943.
According to this theory, as human beings meet the most basic needs, they
tend to have an insatiable desire to satisfy higher needs concerning the
hierarchy of needs. The most important need at the base of the hierarchy
includes physiological needs such as food, water, and shelter. The second
most important category is security, which includes having a safe and secure

? Abrahamsen, R. and Williams, M. The globalization of private security. Country report: Sierra Leone.
Aberystwyth: Department of International Politics, University of Wales at Aberystwyth.2005: 56) .

©Ngugi, RW., Kimani, Y., Omondi, E., Wanyama, S. and Fatuma, A. (2004). Security risk and private
sector growth in Kenya: A Survey Report, Nairobi; Kenya Institute for Public Policy Research and

Analysis. 2004: 53
National Defence College, Kenya




PRIVATE SECURITY SECTOR IN EAST AFRICA REGION: A CASE STUDY OF KENYA

environment. The private and public security industry concept aims to meet
and actualize this need. This outscores the importance of safety and security
in human civilization.

Security is associated with a sense of being free from fear of harm, injury,
theft of property, or any planned activity that may disrupt orderliness in society.
Multinational investors would not invest in an environment where they feel
insecure, and likewise, the tourist sector is also affected by increased crime
rates. Therefore, it is applauded that the private security sector is filling the gap
and playing a role in the provision of security. Notably in Crime prevention,
job creation, community policing, technological advancement, and regional
integration.
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Abstract

The 21st century continues to be a significant time that has led to the
advancement of technology and the rise of new security threats. In this
case, the advancement of technology has been intertwined with terrorism
in cyber-terrorism. The article focuses on the nature and cause of cyber-
terrorism threats in Africa, the military’s role in countering cyber terrorism
and implications to national security in Kenya and assesses the strategies and
measures employed to counter cyber terrorism in Kenya. This article adopts
Ole Waever’s Securitization Theory; Securitization is how state players turn
issues into security concerns. Cyber terrorism refers to the illegal assaults and
threats of attacks on computers, networks, and the information stored in them
that can be exploited to intimidate or compel a government or its citizens to
pursue political or social goals and other nefarious purposes. Cyber terrorism
continues to pose a threat to all nations due to increasing vulnerabilities the
cyberspace presents to hostile states, non-state actors, criminals and terrorists.
To this end, to mitigate these threats, much of the policy and security measures
have been geared toward countering is a new and complex threat.

Introduction

In the twenty-first century, it is acknowledged that technology has dramatically
changed the security landscape in the world. Cybersecurity has continued to
be a national and global security challenge due to increasing vulnerabilities
the cyberspace presents to the hostile state and non-state actors, terrorists
and criminals. This has put Kenyas socio-economic development, critical
information infrastructure and citizenry exposed to cyber threats and risks.
The risks and challenges that manifest in the the cyberspace include; espionage,
subversion, sabotage, cyber crimes and terrorism.

Globally there have been increased cases of cyber terrorism; Kenyans are
increasingly becoming vulnerable to cyber terrorism because of the lack of
up-to-date safeguards against cyber threats, which are currently considered a
serious threat to national security.

The Kenya government defines cyber-terrorism as an attack on a central
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computer system to cause economic, social and political harm.! Cyber
terrorism, according to Lewis, entails the use of cyber technologies to impair
or shut down critical national infrastructures such as energy and government
functions.” As a result, cyber terrorism has become a popular choice among
modern terrorists, who value its anonymity, ability to do significant security
harm, psychological effect, and media appeal.’

The introduction of information technology has resulted in the creation of
hitherto unappreciated terror concerns, such as the threat of cyber terrorism, in
which active terrorist groups from all over the world need not travel thousands
of miles to harm society.

Theoretical Framework

This article applies Ole Waever’s Securitization Theory; Securitization is how
state players turn issues into security concerns. The term ‘threat’ is essential
in the Securitization Theory because it establishes the existential essence of
attempting to securitize a problem to make it unique. The act of elevating a
problem beyond conventional politics to find a solution to the existential threat
presented to a referent object is referred to by Buzan et al. as a securitizing
action. *

Cyber terrorism has become a significant security concern in Kenya in
that it affects every Kenya population due to the vast usage of technology in
the country. As such, cyber terrorism is a significant security priority in the
country.

Nature of Cyber Terrorism

Cyber terrorism may be described as the unlawful access and infiltration of
computers, networks, and the data they contain for political or social advantage
by utilizing threats, intimidation, or coercion against a government or its
population. To be defined as cyberterrorism, an attack must provoke public
fear and involve aggression towards persons or property. A cyber-terrorist
attack on critical national infrastructure is a possibility.®

'Harnisch, Charles. The Terror Threat From Somalia: The Internationalization of Al Shabaab. A Report
by the Critical Threats Project of the American Enterprise Institute, (2010)

?Lewis, James. Assessing the Risks of Cyberterrorism, Cyber War, and Other Cyber Threats. Report
submitted to the Center for Strategic and International Studies, Washington, DC, (2002), pp.
2-4.

3 Leverett, Eireann. Cyber Terrorism: Assessment of the Threat to Insurance; Cambridge Risk
Framework series; Centre for Risk Studies, University of Cambridge, (2017), p. 12-13.

“Buzan, Barry. Security: A New Framework for Analysis, (1998), p. 25.

sLewis, J. Cyber Threats and Cyber Wars, Washington DC, (2012), p. 5
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As a result, cyberterrorism may be confused with other forms of terrorism,
suchasregular terrorism, cybercrime, or cyberwar. When an attack is motivated
by money rather than ideology, it is classified as cybercrime—the relationship
between national security and the economy. In his research, Conway considers
whether terrorist groups working in cyberspace are “cyber-terrorists” He feels
that it is dependent on the notion and definition of cyber-terrorism, given the
difficulty in defining terrorism. The difference between cyberterrorism and
cybercrime is critical in identifying where cyberattack offenders fall.®

In Africa, Cyber-attacks are steadily evolving as they become more complex
and far outpacing cyber defences.” The introduction of ICT has resulted in
the creation of hitherto unappreciated terror risks, such as the threat of cyber
terrorism, in which active terrorist cells from all over the globe may have a
devastating influence on national security without having to travel thousands
of miles. ® Cyber terrorists can stage global attacks on computer systems and
the resultant aftermath of such attacks would disrupt systems. °

Cyber-terrorism can be defined as the use of digital technology in a way
that is detrimental to a country’s national interests.'” Experts believe that this
type of threat is far more dangerous than traditional terrorism." Large areas of
a country’s economic and government activities, such as medical records, air
traffic control, government records, damming systems, and many more critical
sectors, may all be harmed by cyber terrorism.'*The repercussions of this pose
a severe danger to national security, as well as increased loss and destruction
of national assets. If medical networks are hacked, it may potentially impact
customer confidence and possibly result in death."

The threat of terrorism that underpins cyber-attacks attempts to achieve
a political advantage by instilling fear in the civilian populace. While cyber-
terrorists have not murdered or maimed anybody or destroyed essential
infrastructure, it is impossible to say if this is due to operational flaws or
security systems and capabilities. As many areas of the economy continue to

& Lorenzo, O. Challenges of the Modern Century, Samton Desktops Edition, Atlanta, Georgia, (2019),
pp. 9-13.

”Nakamoto, Satoshi. Bitcoin: A Peer-to-Peer Electronic Cash System, (2017), p. 30.

8 Symantec Corporation. Internet Security Threat Report 2018, the 2018 Trends, Volume 13 (2018),
p. 24,

¢ Kedmey, Dennis. World Global Health. United Nations Population Fund. New York, United States of
America, Vol. 6, (2014), pp. 42-45.

©Chuipka, A. Strategies of Cyber Terrorism: Is Cyber terrorism, Ontario, Canada, (2016), pp. 89-91.
"lbid, (2016), p. 93.

2The United Nation. United Nations Global Counter Terrorism strategy. UN, United states, (2016), p. 23.
3 Riis, S. The Origin of Modern Technology: Reconfiguring Things. Continental philosophy review,

London, United Kingdom, (2019), pp. 103-117.
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automate, society has become increasingly reliant on the internet. The amount
of automation makes cyber-attacks appealing to malevolent individuals
looking to cause harm, and it also raises the possibility of cyber terrorism.
Cyber terrorism in Kenya has been mainly aimed at infiltrating and destroying
essential infrastructure, most of which is often vulnerable to these cyber-
attacks.

The implication of Cyber Terrorism on National security in
Kenya

Cyber-terrorism is currently posing a significant and unprecedented threat to
national security. It is an all-encompassing menace because the forces behind
it lurk behind computers and it has no face or attribution. It poses difficulties
for governments, but there are procedures to address them. Cyber terrorism,
according to Chow, is a network assault carried out by a terrorist or extremist
organization to cause physical harm.

In Kenya, cyber terrorism is often targeted toward essential institutions
like government websites, financial institutions, and security forces websites.
The National Development Implementation and Technical Communication
(NDICT) and ICT Authority-run Integrated Financial Management
Information Systems (IFMIS) were down in 2017 following a cyber-attack.
This has often posed a direct threat to the country’s national security. Kenya
has become more vulnerable to cyber security risks as the country’s internet
access and technical progress have risen. Kenya had a significant surge in
cyber-attacks against governmental and commercial organizations in 2014.
Kenya’s fast expansion and reliance on ICT have made cyber security a growing
concern to the country’s national security.

Role of Military in Countering Cyber Terrorism

The usage of technology and access to information and social networking has
created a fertile ground for manipulation and harmful ambitions. Politically
motivated cyber-attacks against nation-states are on the rise. As a result, if a
cyberattack results in the death or destruction of property, it may be deemed
an armed attack requiring a military reaction. By functioning in a non-military
role, the military would undoubtedly employ force as a last choice to defend
the country from cyber threats.

Kenya’s existing cyber security posture is being improved, and national
plans are being developed to advise on how to defend cyber infrastructure
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against attacks.'

The military has also added its expertise especially given the fact that the
Kenya government has established a cyber-command Centre (NC3) where
all cases of attack on critical ICT infrastructure can be reported. * The NC3
is under the National Computer and Cyber Crime Coordinating Committee
(NC4). Furthermore, the Computer Misuse and Cyber Act of 2018 is essential
for creating forensic processes in the event of cybercrime. The military
understood that knowledge is the most crucial factor in combating cyber
terrorism since all a cyber-terrorist wants is access to a network, which you
may be supplying them with by simple negligent practices. Cyber terrorism is
on the rise, and it’s getting increasingly difficult for governments to deal with
on their own. '¢

The military continues assisting in implementing and enhancing cyber
security measures because regulations previously in place could not adequately
address the current cyber security and cyber terrorism threats. It is important
to note that most organizations have not established security practices/
measures needed to protect critical cyberinfrastructure.

The strategies and measures employed to counter cyber
terrorism in Kenya.

Criminals, terrorists, and spies rely heavily on cyber technologies to achieve
their goals, necessitating either an internal security operations centre or an
external service, the quick discovery and mitigation of threats, and continuous
monitoring of networks, applications, and devices. Countries may assist cyber-
terrorism for political and national reasons. The source of a cyber-attack may
be detected even if there is a high level of anonymity.

This section asserts that fighting cybercrime is not simply the government’s
responsibility but also of non-state actors that deactivate dangerous links and
sites, establish tip lines, and develop anti-malware software. Since the internet
has grown omnipresent in practically all human communities, these activities
can be localized or coordinated globally. In the battle against cybercrime,
public awareness is crucial. It may be the initial line of defence.

Given this, Kenya has established regulations and constructed mechanisms
and institutions to assess current measures to produce robust and well-defined
national cyber security plans that support threat management techniques that

“Fischer, E. History of Critical Infrastructure, Atlanta Georgia, RL3, (2015), p. 227.
5The East African. Kenya launches centre to fight cybercrime, (2016).
s Libichi, B. Cyber deterrence and Cyber Wars, Laws of Cyber Space, Atlanta Georgia, RL3, (2018), p.

229.
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can predict, identify, respond to, and control cyber security threats. Access
to information in this modern age has become easy, and to address this, the
military has restricted access to sensitive information. People posting personal
information on social media, including their digital fingerprints, has made
locating information about a person much easier than it was previously. Some
of this information may be directly available on the internet, while others
may be gathered from online sources. In that instance, data may be obtained
through the internet, or hackers might access a person’s private network using
specific tools.

Furthermore, the Kenyan government has acknowledged the necessity to
construct a Cyber Coordination Centre where any critical ICT infrastructure
assault incidents may be recorded. The centre was formed under CAK to
respond to any cyber assaults or security concerns in the country. Furthermore,
the Computer and Cybercrimes Bill of 2016, which aimed to match the
legislation with the development of forensic processes while investigating
rising cybercrime cases, has yet to be implemented.

The Kenyan Communication Authority (CAK) has issued a warning
about the country’s growing threat of cyber-terrorist attacks. “Cyber security
is about online security and the methods that produce a safe environment
online,” noted” '” The cost of cybercrime in Africa has increased exponentially
to around 3.5 billion US dollars, with Nigeria ($649 million), Kenya ($210
million), Tanzania ($99 million), Uganda ($67 million), and Ghana ($54
million) accounting for the majority of the total. Automation continues to
occur in many sectors of the government and business as costs rise. In other
situations, such as Kenya, electronic systems have shown to be vulnerable to
both private and public assault, with large sums of money lost in recent years
due to hacking. This was primarily due to a scarcity of technological security
experts. '8

CAK is now in charge of Kenya’s cyber security policy. Computer access
training and awareness, cyber protections and regulations, ICT economic
drivers, ICT governance, and legal framework are vital policy components.
Several teams have been constituted due to these initiatives to oversee
the application of cyber technology and security measures based on the
legislation. Recognizing the importance of ICT, Kenya’s crime unit, police, and
Communication Authority all have a branch dedicated to investigating cyber

7 Leverett, E. Cyber Terrorism Risks and Insurance. Cambrige Risk Official Center, University of
Cambridge, (2017), pp. 12-19.

18 Nixon Kanali is a trained journalist based in Nairobi. Also founder and editor of Tech Trends KE,
(2016).
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security offences.

Kenya has moved forward with developing measures to address escalating
cyber security risks by conforming to internationally accepted standards.
Recognizing the importance of information and communication technology
(ICT) in economic growth, Kenya continues to seek collaborations with digital
players to build solutions based on their knowledge of the dangers.?® The
Government of Kenya engages with International partners, Non-State actors
and brings together all Ministries, Agencies, and Departments (MDA}) in a
Multi-Agency Approach in addressing all issues of cybercrime, cyber terrorism
among others.

The government developed the 2017/18 National Cybersecurity Strategy to
make the federal government more committed to cyber security. The strategy
includes the following objectives: Develop the ICT e-business ecosystem and
increase cybersecurity by reducing vulnerabilities and raising cybersecurity
awareness to develop a competent workforce capable of coping with cyber
threats. Seminars for training and sensitization, as well as other forums, will be
used to accomplish this. Establishing regional organizations and stakeholder
meetings will promote collaboration and information exchange among
relevant stakeholders. Establish national ICT leadership at all levels so that
cybersecurity policies and legislative frameworks may be developed.

Finally, it is critical to recognize that advances in information technology and
cyber terror have presented a danger to all aspects of modern life. This manifests
in various ways, from the internet becoming a sanctuary for thieves, illicit file-
sharing of intellectual property to online money thievery and even identity
theft. It would be financially effective for all stakeholders if cyber security is
taught from a young age, including the military. This should be taught in their
respective careers, and cyber security is incorporated as a subject in the new
Competency-Based Curriculum (CBC). Kenya instituted national cybercrime
management institutions that should continue implementing regulations and
establishing the structure for early detection and prevention of cybercrimes. It
is recommended that multi-agency and multi-stakeholders pull together and
cooperate in the fight against this cybercrime and terror menace.

It is important to continue operationalizing the Kenya National Cyber
Security Master Plan 2018/19 which is designed to address cyber threats
and potential ICT hazards in the future. The strategy is based on Vision the
2030s three pillars, which establish Kenya’s cyber security and goals while

»Newton, B. Phone Scams of Millions. Survey of Cyber Crimes in Kenta, Tanzania and Zambia, Herald
Cooperation, (2014), pp. 9-11.
2 Nixon Kanali is a trained journalist based in Nairobi. Also founder and editor of Tech Trends KE,
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maintaining secure, safe cyberspace and fostering ICT for economic growth.

Conclusion

Cyber terrorism has been on the rise in Kenya. The availability of software
tools or cyber weapons that can efficiently conduct attacks on multiple systems
has been the leading underlying cause of cyber terrorism. A failure to address
the youth bulge, who are bored and want to try new things, as well as the
relative ease with which people can obtain information on radical teachings
via YouTube, social media sites, and blogs, as well as an ungoverned space
where criminals spread radicalization narratives, are all contributing factors.

The factors that influence cyberterrorism, state sponsorship and non-state
actors like terror organizations with criminal or unlawful intent to utilize
cyberspace for harm against persons or property are examples. The attack
might have a political or ideological motivation. It should be mentioned that
cyber thieves have a difficult time cleaning up the proceeds of their deception.
It might entail a money-laundering scheme. Financial institutions have
improved their security systems, making cyber-terrorist strikes less likely.

Kenya has implemented a national cyber-security policy to secure the
country’s online assets and guide the management of cyber security in the
country in response to growing online vulnerabilities.
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Abstract

Computer technology has changed and transformed our everyday life. Today,
nearly 90% of nations in the universe carry out their day-to-day activities, be
it in business, employment or travel, electronically. Companies use automated
transactions to process personnel details, payments, transfer of information,
and manage nuclear power plants in the military. Computers connect people,
institutions, and departments in an organized, accurate, and updated manner.
However, some challenges have severely hindered the smooth processes of
inputting data (basic information), processing the data and either transferring
or storing the output.

Like the rest of the world, contemporary Kenyan society has witnessed
increased cybercrime activities that threaten both personal and national
security. This article explores how cybercrime has affected national and social
security in Kenya. Moreover, the report looks at the laws established to counter
cybercrime in Kenya’s national and social security sectors. The main types of
cybercrime common in Kenya include spoofing, impersonation scams, social
media harassment, cyber-stalking, encroachment into privacy and phishing
through Business Email Compromise (BEC) and telephones. Consequently,
these crimes have increased the need for laws to counter cybercrime in Kenya.
Such laws include the Computer Misuse and Cybercrimes ACT created in 2018
and Data Protection Act No. 24 of 2019. Besides, the Kenya Information and
Communications Act (1998) oversee operations in the telecommunications
industry. The essence of theselaws is to protect personal data that cybercriminals
may otherwise use to compromise national and social security.

Introduction

Ever-changing dynamics in technology characterize the modern world.
Globally, technology has internetworked all citizens worldwide in terms
of ideas and business through social interaction. However, in line with the
ever-changing progress, technology has not just come through positively.
The threats of weapons of mass destruction, organized crimes, and terrorism
are concerns that derail any nation’s economic, political and technological
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integration; Kenya included.'

For over 20 years, globalization has grown massively among countries
on governance, trade and banking systems.” This environment has created
opportunities for criminals that have resulted in organized crime. Cyberspace
is a global computer network that connects the whole world through
communication and social networking. As a result, the computer being the
tool and source or target of organized crime, especially in cyberspace, has
diversified. Crimes through the use of computers have gone global and reached
macro-economic proportions. Consequently, the advancements in technology
have contributed to the infringement of privacy among various computer
platforms in Kenya. Fraudsters and terrorist groups such as Al-Shabaab are
now using the internet to extort innocent victims and spread their propaganda
wars respectively.’

A big question that we must ask ourselves is how cybercrime has affected
national and social security, more so in Kenya. Again for the problem, there
must be ways/laws to counter the cybercrime and internet fraud in the country
(Kenya).

This article discusses the possible loopholes that hackers use to infiltrate
people’s or organizations’ information on social and national security nationally
and beyond the borders and how to counter the cybercrime.

Understanding cybercrime

Cybercrime is an act of criminal activity by using any electronic tool/
device, such as a Smartphone, computer etc., to perform illegal functions
like intellectual property and violating privacy, among other forms of fraud.
Cybercrimes mainly occur through accessing information on social media,
electronic mail, local area network, or the internet. Cybercrime includes
‘traditional crimes’ caused by the aid of a computer. The other crime is a ‘hybrid
crime’ that hackers commit for gains, either financial or harm to the other
person.* Traditional crimes using computer network technologies have created
an enormous opportunity for hackers to infiltrate into people’s freedoms and
rights under fraud, causing harm to people and property. “True cybercrimes’

'Brewster, Ben, Benn Kemp, Sara Galehbakhtiari, and Babak Akhgar. “Cybercrime: attack motivations
and implications for big data and national security.” In Application of big data for national security, pp.
108-127. Butterworth-Heinemann, 2015.

2Walter Kemp, United Nations Office on Drugs and Crime, Organized Crime: A Growing Threat to
Security.

3Byman, Daniel. “Understanding the Islamic State—a review essay.” International Security 40, no. 4
(2016): 127-165.

“Kwon, Cheolhyeon, and Inseok. [ET Control Theory & Applications 10, no. 7 (2016): 731-741.
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are internet crimes that can only be committed, created, and executed during
communication between computers over the network. Such frauds are through
phishing, acts of terrorism, shutting down computer networks, and wrong
internet use like engaging in child pornography.

There are also other forms of cybercrime;® there is Conventional crime,
which is purely an act from a computer. In this case, criminals use a computer
to commit acts such as piracy, intellectual theft and child pornography.
Besides, there are crimes committed in computer cyberspace where fraudsters
continually engage in intrusion over the networks of institutions and businesses.
On the other hand, there are conventional criminal cases where the crime
doesn't involve a victim. Such crimes are drug trafficking, prostitution, child
pornography, and even gambling, which can be identified in digital form. ’
Convectional crime and computer network attacks are crimes that cause havoc
to humans (murder, assault, rape,) and destruction of property (theft and
breakings). However, the cases are due to computer technologies, making it a
bit complex to counter and defuse them. European law enforcement agency,
Europol, explains that any crime committed using a computer in cyberspace is
a cyber-dependent crime. This is because the frauds/crimes involve developing
computer viruses and malware, infiltrating into personal and bank employment
details, and institution data, for personal gain either financially or damage to
the victims.®

The Internet

People from all regions can obtain nearly everything from the internet- images,
videos, descriptions, definitions, books, news — by just opening platforms such
as Google. However, access to this information may cause individuals and
nations to fall. Today, most PC and smartphone users are connected to the
internet and are aware of cybercrimes. This is because they have fallen prey to,
duped, conned or their information hacked in one way or the other.’

Internet crimes continue to grow exponentially and have become a
complicated infrastructure where cybercriminals develop and share thousands
of scams every day. In the year 2020 Internet Crime Report published by

5Smith, Troy E. “Cyber warfare: A misrepresentation of the true cyber threat.” American Intelligence
Journal 31, no. 1 (2013): 82-85.

8Ngo, Fawn T., and Raymond Paternoster. “Cybercrime victimization: An examination of individual and
situational level factors.” International Journal of Cyber Criminology 5, no. 1 (2011): 773

7lbid.

8European Cyber Crime Centre (EC3) EU Cyber Security Strategy 2013: 2019, p. 14.

Kilger, Max. “Social dynamics and the future of technology-driven crime.” In Corporate hacking and
technology-driven crime: Social dynamics and implications, pp. 205-227. |Gl Global, 2011.
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the FBI, there was a 70% increase in reported complaints (seven hundred
and ninety thousand as compared to four hundred and seventy thousand
back in the previous year),"” and the global COVID-19 pandemic saw many
firms, institutions individuals’ businesses hugely affected by incurring
losses amounting to billions of dollars, taking into account this was based
on reported and analyzed data. Otherwise, it would have been more if all
noticeable cybercrimes were tabulated. IBM (2020) noted serious online crime
amounting to approximately US$3.89 million. Healthcare, on the other hand,
averagely reported losses of US$7.14 million for every computer hack. This
finding also shows there is an increasing behaviour in cybercrime in both
written and assumed cases.

Cybercrime In Kenya

Cybercrime targets a wide range of business enterprises within and beyond
its borders. Most reported cases are phishing through electronic mail. Here,
cybercriminals hack into their target users’ emails and impersonate personal
and corporate email accounts and, in the end, lure these unsuspecting victims
into sharing sensitive data and sending money to their accounts. '’ The emails
are hacked, accessed into and replied by innocent victims who have no clue
about the intention of the cybercriminals. Kenya is regarded as the Eastern
and Central Horn of Africas ‘Silicon Savannah, a hub for GBP 760 million
in technology and about 230 digital service provider businesses. Many digital
and information technology companies have established their firms in Kenya,
one being the Konza City, which has projected a US$10bn Smart City. Despite
the overall ICT development in Kenya through cyberspace, Kenya remains a
lucrative market for cyber-criminals.

Soriano, the African based cybercrime company, states that Kenya incurred
a loss of approximately US$299m to hackers (2018 alone), with Business Email
Compromise used in defrauding local businesses. '

©Federal Bureau Of Investigation”. 2021. “IC3 Releases 2020 Internet Crime Report https://www.fbi.
gov/news/pressrel/press-releases/fbi-releases-the-internet-crime-complaint-center-2020-internet-
crime-report-including-covid-19-scam-statistics

" https://enactafrica.org/research/trend-reports/is-kenya-the-new-playground-for-cyber-criminals
posted online: 4 Feb 2020 accessed on 8 August 2021

2 \Walter Kemp, United Nations Office on Drugs and Crime, Organized Crime: A Growing Threat to
Security.
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Transactions in enterprises such as SACCOs, financial institutions, system
integrators, service firms and the government itself have fallen prey on
cybercrime attacks in the last three years alone."

The top five Popular Cybercrimes in Kenya include but are not limited to:

Spoofing and Phishing - In this scam, an online criminal entices
unknowing electronic device users by sharing sensitive or individual details
such as password security and confidential information, ATM, email or Mpesa
Personal Identification Numbers. A phishing hacker will try to resemble an
official website/URL that his victim commonly uses while online to entice him
into sharing his bit of confidential or personal details that are enough to access
his information. Due to the pandemic Covid19 virus, the Kenyan government
encouraged the citizens to operate the electronic transfers of currency through
Mpesa, Airtel Money and mobile banking.'* Using these platforms, fraudsters
can access customers’ details from the Mpesa record books to gain information
on their names and identity card numbers, further exposing them to frauds
and thefts.

Identity Theft Scams - these crimes are accomplished by cyber-crooks by
gaining access to unsuspecting victims’ confidential details, savings accounts,
loans, medical billing accounts and insurance information through various
computer technologies in Kenya. Hackers and other cybercriminals make
purchases of an individual’s identity and information. This scam has been
in place even before the internet. When the technology came in place, the
criminals have found it easier and faster to steal and fraud through this scam
via your identity.

Social Media Harassment - this is one’s online lifestyle where one spends
most of the time on social networks such as Twitter, WhatsApp, Facebook,
Instagram and Tik Tok. It consists of threats sent on the internet, such as instant
messages on social posts. Kenya is one of the leading consumers of social
media platforms such as Twitter in Africa, where hashtags such as ‘Kenyans
On Twitter’ are used daily to discuss various issues. '* Consequently, online
harassment and bullying of multiple people, especially celebrities, is common
among Kenyans based on different scandals or developments in their lives.

3|BM Cost of Data Breach Report 2021: https://www.ibm.com/security/data-breach: Accessed on 8
August 2021

“Nachega, Jean B., Rory Leisegang, Oscar Kallay, Edward J. Mills, Alimuddin Zumla, and Richard T.
Lester. “Mobile health technology for enhancing the COVID-19 response in Africa: a potential game-
changer?.” The American journal of tropical medicine and hygiene 103, no. 1 (2020): 3.

s |bid

®Tully, Melissa, and Brian Ekdale. “Sites of playful engagement: Twitter hashtags as spaces of leisure
and development in Kenya.” Information Technologies & International Development 10, no. 3 (2014):

pp-67
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Cyberstalking is an emerging trend in Kenya where an individual is actively
involved by following his innocent victim’s operations, like surfing while
online. A program or malware affects the user by constantly searching which
sites the victim mostly visits while using social media. Cyberstalkers usually
intimidate the users by encroaching into their private details, may threaten the
victim as revenge, act this way because of jealousy, bigotry, or to even to get to
know what a victim does privately. 7

Invasion of Privacy — Attacking a victim online social media in the curiosity
of knowing what he does to see the private part of his life by accessing his
messages through WhatsApp, email or any other platform. The availability and
multiple sources of information about individuals on Kenya’s online media
have encouraged infringement of privacy, hence calling for the need for more
active regulation.

Phishing through Business Email Compromise (BEC) and
Telephones

Phishing is a common cybercrime offence that has gained popularity in the
last decade. Phishing involves targeting an unsuspecting individual through
email, text message, or email where the offender poses as a genuine institution
to convince a user to share his details such as passwords, credit card initials
and personally identifiable information."® In most cases, phishing aims to
steal money from the victim. Due to the popularity of online money transfer
platforms such as Mpesa among Kenyans, phishing is arguably the most
abused cybercrime in the contemporary Kenyan society.”” The lower literacy
levels and average knowledge of cyber laws among a section of Kenyans have
subjected them to manipulation and duping by fraudsters.

Laws Countering Cybercrimes in Kenya

There are already laws that address cybercrime, such as the Computer Misuse
and Cybercrimes Act of 2018 and the Information and Communications Act.
The law states that any person breaking the law risks imprisonment of up to
three years or a fine not exceeding Kshs 300,000. The Act (of 2018) emphasizes

7 Stevens, Francesca, Jason RC Nurse, and Budi Arief. “Cyberstalking, cyber harassment, and adult
mental health: A systematic review.” Cyberpsychology, Behavior, and Social Networking 24, no. 6
(2021): 367-376.

e |bid

®Musuva, Paula MW, Katherine W. Getao, and Christopher K. Chepken. “A new approach to modeling
the effects of cognitive processing and threat detection on phishing susceptibility.” Computers in
Human Behavior 94 (2019): 154-175.
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protecting Kenyans against cybercrime and provides legal assistance to
cooperate with other nations, the international community and service
providers to cub such worldwide crimes. Therefore, Kenya must have precise
and more restrictive measures in its internet infrastructure.””!

Offences under the Cybercrimes Act, 2018 include Child pornography,
Computer fraud and forgery, Phishing, Interception of electronic messages and
money transfers, and taping and misdirection of emails, among many others.?!
Effective implementation of the legislation is likely to protect national and
social cyber-security in Kenya. Offences under this law attract a wide range of
fines and different lengths of jail time.

However, due to a few shortcomings and the need for more clarity on
some sections, several amendments have been proposed to the Computer
Misuse and Cybercrimes ACT, 2018. The Kenya Gazette Supplement National
Assembly Bills 2021%? proposes amendments to the Cybercrimes Act, 2018.
» The amendments comprise measures that, if managed and implemented,
will solve emerging issues concerning cybersecurity. The measures include
stiffer penalties for individuals found guilty of abusing cybercrime laws. The
amendments are driven by the harmful impact of cyberbullying and crime on
individuals. Some of the effects of pornographic material usage and publishing
of electronic materials include suicide. ** Abuse of cyber laws has also led to some
youths engaging and participating in acts of terrorism and cyber harassment.
The new bill also seeks to provide the functions of the National computer and
cybercrimes coordination committee; this includes recommending websites
that may be rendered inaccessible in the country. **

Another law that seeks to counter cybercrime in Kenya is the Data
Protection Act No. 24 of 2019. This law, also known as DPA, came into effect
in 2019 and sought to offer data-abuse subjects remedies and rights aimed at
protecting their data from any form of processing that is not stipulated in the

2 Mohamed Daghar, Researcher, ENACT project, ISS (04 Feb 2020) Cybercrime /Is Kenya the new
playground for cybercriminals

2 Walubengo, John, and Mercy Mutemi. “Treatment of Kenya’s internet intermediaries under the
Computer Misuse and Cybercrimes Act, 2018.” The African Journal of Information and Communication
21(2018): 1-19.

2 Kenya Gazette Supplement National Assembly Bills 2021 Nairobi 16th April 2021, Computer Misuse
and Cybercrimes Amendment Bill, 2021 page 333.

2 Kenya Gazette Supplement, Acts 2018 Nairobi 16 May 2018 Computer Misuse and Cybercrimes Act
page 37.

2| eukfeldt, Eric Rutger, and Majid Yar. “Applying routine activity theory to cybercrime: A theoretical
and empirical analysis.” Deviant Behavior 37, no. 3 (2016): 263-280.

2 Ogola, George. “Media and Policymaking in Kenya: Framing in Contested Public Spaces.” In
Governing Kenya, pp. 163-181. Palgrave Macmillan, Cham, 2021.
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Act. % The DPA recognizes and emphasizes that every citizen has a right to
privacy and that their information concerning private, or family affairs should
not be revealed or required in many computer platforms. Moreover, this law
acts as a clean-up of several other bills targeting cybercrime that have been
introduced and subsequently withdrawn for various reasons. Furthermore, the
DPA creates a Data Protection Authority, headed by a Data Commissioner,
whose role is to ensure regulation and compliance with multiple aspects of the
Act”

Sectoral laws targeting cybercrime in Kenya include the Kenya Information
and Communications Act, adopted in 1998 and has undergone several
amendments since that time. This law is the primary legislation that oversees
the telecommunications industry in Kenya. Additionally, this law establishes
the National Kenya Computer Incident Response Team Coordination
Centre (National KE-CIRT/CC), which acts as the national contact point on
matters surrounding cybersecurity.?® Thus, this body plays a crucial role in
the detection, monitoring, mitigation, and prevention of incidents involving
cybersecurity. Cybercrimes under this Act attract a fine within the range of
Ksh 200,000 to Ksh 1,000,000 and an imprisonment term of up to 5 years.

Conclusion

The moment the internet and the World Wide Web were created, criminals
were already operating to hack and exploit it. Computer and software
developers must do their best to keep updated and stay ahead of cybercrime-
to protect the digital society. To counter most cybercrime-related activities,
many computers and other online social media users must protect their data
and personal accounts and continually monitor any fictitious deals within
their network. This can be achieved by using a solid phishing filter, security
updated software, genuine programs, and web browsers.

Common cybercrimes in the Kenyan context include cyberstalking, invasion
of privacy, and phishing through Business Email Compromise (BEC) and
telephones. Others are spoofing identity theft scams and online harassment.
Due to these frequent offences, the Kenyan government and stakeholders have
developed various laws seeking to counter cybercrime. The rules include the
Data Protection Act No. 24 of 2019, the Computer Misuse and Cybercrimes

% Mude, Hashim. “Political Micro-Targeting in Kenya: An Analysis of the Legality of Data-Driven
Campaign Strategies under the Data Protection Act.” Journal of Intellectual Property and Information
Technology Law no. 1 (2021): 7-36.

7|bid

% Fielder, James D. “Cyber security in Kenya: Balancing economic security and internet freedom.” In
Routledge Companion to Global Cyber-Security Strategy, pp. 543-552. Routledge, 2021.
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ACT (2018), and the Kenya Information and Communications Act (1998).

A computer user, be it an organization, firm or institution, should have
active security applications installed and must be up-to-date. These programs
are anti-spyware and full-service internet security (anti-virus) programs. We
must also encourage strong passwords to secure our data, updated genuine
software and manage social media settings like names. Besides, individuals
should always check to determine which information hackers have tried to
access on different online platforms. Finally, always backup your data.
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IN THE HORN OF AFRICA, MILITARY CHOICE
IN THE PREVENTION OF VIOLENT EXTREMISM
LEADS TO TERRORISM

Col Paul M Kindochimu ‘Psc’ (K) - Kenya Army (K)

Abstract

Terrorism is generally thought of as the repudiation of democratic values such
as cohesion, respect, tolerance, diversity, and inclusion that usually underpin
human life in the twenty-first century. Violent Extremism and Radicalization
that Leads to Terrorism (VERLT) are global challenges that are not restricted
to any particular state, nationality, ethnicity, religion, ideology, age or gender.
It is worth noting that the fact that violent extremism has been on the increase
has spurred the question as to why there should be a choice of the military
in dealing with violent extremism that leads to terrorism. In addition, the
complex, unpredictable, and evolving nature of VERLT calls for the need for
multi-agency and multi-stakeholder involvement, such as academia, security
forces, and civil society, in countering violent extremism and terrorism.

Introduction

Huckerby acknowledges that many states continue to face multifaceted
setbacks in mitigating the factors that lead to violent extremism, detecting and
preventing homegrown attacks, and managing terror returnees from conflict
zones.! Hoffman argues that some countries spend billions of dollars on
preventing and protecting themselves against terrorists, yet a common thread
that emerges across many developing states is the limited utility of security
forces in fighting extremist ideology.?

"Huckerby, Jayne. When Human Trafficking and Terrorism Connect: Dangers and Dilemmas, Just
Security, the International Human Rights Clinic, (2019), pp. 4-7.

2Hoffman,Bruce. Extremism in 2019: New Approaches to Facing the Threat. The Tony Blair Institute
for Global Change, (2019), pp. 11-13.
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Hence, addressing different aspects of this challenge has been a priority for
many countries, including the United States (US), the United Kingdom (UK),
Switzerland, Serbia, Germany, Austria, Slovakia, Italy, and Turkey.’> At the
March 2019 Counterterrorism Conference in Bratislava, a plenary session
focused on the importance of dedicated stakeholder approaches to preventing
violent extremism and radicalism that lead to terrorism.*

In Africa, violent extremist groups have become more dispersed and
clandestine, for instance, turning to the internet to inspire attacks by distant
followers and, as a result, have made themselves less susceptible to conventional
military action. Further, the return or relocation of foreign terrorist fighters
from the battlefield has contributed to a growing cadre of experienced,
sophisticated, and connected terrorist networks, which can swiftly plan and
execute terrorist attacks.’

In the Sahel, for instance, terrorist groups, including affiliates and adherents
of Al-Qa’ida and Islamic State (IS), have expanded their operations in central
Mali and the Tri-Border Region of Burkina Faso, Mali, and Niger. In response,
the African Union Peace and Security Council authorized a new G-5 Sahel or
G5S (Counter-Terrorism) Joint Force, in April 2017, comprising military and
police forces from Burkina Faso, Chad, Mali, Mauritania, and Niger.®

The Joint Force began military operations in 2018 along the shared border
to impede the flow of terrorist groups and enhance counter-violent extremism
and terrorism avoidance measures.” The goal of G5 Sahel is to strengthen
the link between economic development and security and to work together
to combat the threat of jihadist organizations operating in the region, using
both a hard and soft approach, which the Department of Defense (DoD), other
security forces, and leaders debunk the terrorists’ ideology of hate and violence.

The East African Standby Force (EASF) was created as an element to
operationalize the establishment of an African Standby Force (ASF) to

30n 25 and 26 March 2019, various states were invited to share their projects and experiences during
the annual Organization for Security and Cooperation of Europe (OSCE)-wide Counter-Terrorism
Conference in Bratislava, Slovakia. The main purpose of this international meeting was to take stock
of efforts to prevent and combat terrorism as well as violent extremism and radicalization leading to
terrorism in the OSCE area. The (OSCE)-wide Counter-Terrorism Conference. Taking Stock of Efforts
to Prevent and Counter Terrorism as well as Violent Extremism in the OSCE Area. Bratislava, Slovakia,
(2019).

4The (OSCE)-wide Counter-Terrorism Conference. Taking Stock of Efforts to Prevent and Counter
Terrorism as well as Violent Extremism in the OSCE Area. Bratislava, Slovakia, (2019).

5Hoyt, Timothy. Pakistan, an Ally by Any Other Name. U.S. Naval Institute Proceedings, (2017), pp.
44-50.

8 United States Department of State Publication Bureau of Counterterrorism.The Country Reports on
Terrorism 2017. Released, (2018).

7lbid, (2018).
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counter violent conflicts and violent extremism in the East African region.
Thus, a deep understanding of the process of extremism by the military has
become one of the most critical points in responding to violent extremism
and preventing individuals from starting down the path toward violence or
becoming members of a terrorist organization.®

The Military and Terrorism

The military participates in peacebuilding as part of their existing strategy.
This is where military officers in peacebuilding efforts are enlisted personnel
from different services and countries, participating with multinational agents
of non-governmental organizations (NGOs), international civil servants, and
individual diplomats, all having diverse institutional backgrounds.’ Depending
on the mandate of the mission authorized by the UN Security Council (UNSC),
military officers serve in electoral, UN police, and human rights groups and in
delegations from UN programmes and agencies.

The number of agencies participating in multidimensional missions has
greatly expanded owing to the increase in operational goals, now including
human security principles through state-building, government-sector reform,
and peacebuilding.!” The asymmetric context of operations is becoming
increasingly complex, mostly in situations with high levels of enduring conflict
and volatility. Simons opines that many regions of the world and even individual
countries have had their own unique ways of dealing with terror threats." This
has mostly been due to the asymmetric nature of conflict when dealing with
terrorists.’> Asymmetric warfare needs militaries around the world to train
and be prepared to mobilize and counter it as soon as it has emerged.

Military deployment to counter terror threats depends on some key factors,
such as: whether the threat is domestic or foreign; the lethal nature of the
threat; and the danger it poses to national security.”’ Sheppard is of the cautious

¢ Koehler, Daniel. Violence and Terrorism from the Far-Right: Policy Options to Counter an Elusive
Threat. ICCT Policy Brief, (2019), pp. 1-3.

°Freese, Rebecca. Evidence based counterterrorism of flying blind? How to understand and achieve
what works, perspectives on terrorism, (2018), pp. 9-11.

Mealeenan, Kevin, Department of homeland security strategic framework for countering terrorism and
targeted violence.Homeland security, United States (2019), pp 12-19.

0 Silke, Alfred. Terrorists, victims and societies: psychological perspectives on terrorism and its
consequences, England, john Wiley and sons, (2013), p.13.

"Stohl, Rachel. US arms exports and military assistance in the global war on terror, center for defense
information at the world security institute, (2007), pp. 11-14.

2Mueller, John. Terrorism since 9/11: the case of America. Columbus, Ohio university, (2018), p. 8

1B Simons, Greg. Mass media, and modern warfare: reporting on Russia war on terrorism, Surrey:
Ashgate publishing limited, (2010), P. 99.
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opinion that military strength is necessary, but it should be used sparingly
as it could pose problems in an asymmetric encounter as it may prove to be
too unwieldy." The deadly nature of military equipment’s force may not be
appropriate in a civilian setting.

Silke reveals that there is a myriad of means of dealing with a terrorist threat,
but many countries prefer to use their military as a first means of deterrence.
After the 9/11 attacks, the US government took a more militaristic approach
to law enforcement, and one of the strongest signs of this was the formation
of the Department of Homeland Security and the passing of the Patriot Act
into law.” However, the international community has expressed concern that
they are encouraging human rights violations not only domestically but also
internationally. Good cases in point are the Israeli-Palestinian conflict and the
Northern Ireland problems with the Irish Republic Army (IRA).*

The use of military power is especially dangerous because military tactics
are “broad-swords” in that they are usually aimed at taking out a large number
of enemy combatants in one strike and over a sizable area. This poses problems
in areas with a huge number of civilian populations, like cities or towns. Finer
methods of infiltration, information gathering, and disrupting networks
should be conducted at the local level by local law enforcement that knows the
human landscape of the area well.

Stohl found that there is a school of thought that the so-called precision
weapons have made fighting terrorism much easier and more efficient.
But reports still show that there is still a high amount of collateral damage
being experienced by military forces around the world, especially in hostage
situations.” But many a time, military might is still used as it is believed that it
is the fastest way to degrade the capabilities of terrorists.

Silke opines that the more the government strikes the terrorists on all fronts,
using all means of statecraft, the more effective the military gets. Sometimes
the military is engaged in a defensive role if an imminent threat is detected.'®
This will necessitate the deployment of forces in areas with large crowds, as
these make for the soft underbelly of any government.

Stohl posits that when it comes to combat, the military has the capability to

“Sheppard, Ben. The psychology of terrorism: public government responses to attacks. (2009), p. 91
Silke, Alfred. Te

s Silke, Alfred. Terrorists, victims and societies: psychological perspectives on terrorism and its
consequences, England, john Wiley and sons, (2013), p.13.

®Hoyt, Timothy. Pakistan, an ally by another name. US Naval institute proceedings, (2011), pp. 44-50.
7Stohl, Rachel. US arms exports and military assistance in the global war on terror, center for defense
information at the world security institute, (2007), pp. 11-14.

e Silke, Alfred. Terrorists, victims and societies: psychological perspectives on terrorism and its
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penetrate difficult places like stadiums, airports, or even theatres. Examples
from the past that show crowded public places are a high-risk zone for terror
attacks are the attack by the Japanese Red Army on Lord’s airport in May
1972; the Munich Olympic massacre in 1972; the failed attack on Glasgow
airport in 2007 by Islamic militants, just to mention a few."” But all in all, the
military can be an effective deterrent tool against terror attacks, like in the
1974 case when troops were deployed to Heathrow airport to quell fears that
Palestinian militants wanted to bring down planes using portable surface-to-
air missiles. The military is successful in this way by having massive resources
made available to them, and thus they can mobilize specialized equipment for
surveillance and or logistic support.*

Military personnel are specially trained to survive in harsh and even
hostile environments. The specialized forces wing of any military is usually
the créeme de la creme of its personnel. This human resource is a vital asset
to governments, especially when considering initiating the first strike against
terrorist suspects. 2 Freese is of the opinion that a massive retaliatory strike is
the most forceful show of might a government may exhibit in its fight against
terror.”? A state may feel it should retaliate against another state for aiding or
abetting terror elements, or it may choose to strike a non-state actor who lies
within a failing or failed state.”” These operations are coercive and are intended
to degrade the capabilities of the enemy or degrade their resolve to stand up
against the government as they will keep facing devastating consequences. **
The military is super effective at ceasing and desisting terror operations.”® One
of the biggest challenges for countries emerging from conflict is the transition
from military to civilian rule, which requires a shift in capability, skills, and
mindset. *

The Army, along with its international partners deployed to provide assistance

©Stohl, Rachel. US arms exports and military assistance in the global war on terror, center for defense
information at the world security institute, (2007), pp. 11-14.

2 Sheppard, Ben. The psychology of terrorism: public government responses to attacks. (2009), p. 91.
2 McAleenan, Kevin. Department of homeland security strategic framework for countering terrorism
and targeted violence.Homeland security, United States (2019), pp 12-19.

2 Freese, Rebecca. Evidence based counterterrorism of flying blind? How to understand and achieve
what works, perspectives on terrorism, (2018), pp. 9-11.

2 McAleenan, Kevin. Department of homeland security strategic framework for countering terrorism
and targeted violence.Homeland security, United States (2019), pp 12-19.

2Bognoe, Camilla. Understanding the role of gender in preventing and countering violent extremism
and radicalization that lead to terrorism, good practices for law enforcement.Security and cooperation,
(2016).

» Silke, Alfred. Terrorists, victims and societies: psychological perspectives on terrorism and its
consequences, England, john Wiley and sons, (2013), p.13.

% Brill, Steven. Is America any safer? The Atlantic, (2016), pp2-5.
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and mentorship to legal, educational, medical, and political institutions, must
not only recognize the challenges but also take active steps to ensure that
their approach and actions address rather than exacerbate these problems.
An inability to take effective action will lead to unintended consequences.
However, any action taken will require an in-depth understanding of the
challenges that exist in the rule of law landscape, both in terms of a contextual
understanding of the fragile state in question and with respect to the response
being provided by the international community. %

It is crucial that before the military exits from counterterrorism, they
enhance cooperation and improve effectiveness in the area of disarmament,
demobilization, and reintegration (DDR) of ex-combatants.”® The rationale
for the military’s engagement in this area is to support peace processes and

enhance security so that post-conflict reconstruction and recovery can begin.
29

Choice of the Military in Kenya

According to Stohl, the use of military force is considered international practice.
* The antagonistic forces of convergence and divergence in counterterrorism
laws are best displayed in the struggle for a harmonized approach.’® There
are many benefits to building international and regional alliances. It has been
seen to make countries take terrorism more seriously than just mere acts of
criminality; more resources would be allocated to counter-terror monitoring
and streamlining of information between different anti-terror agencies.*

The transnational nature of terrorism and violent extremism underscores
the vital importance of multilateral cooperation to detect, identify, and disrupt
violent extremism and bring terrorists to justice. Terrorist organizations in
East Africa, such as Al-Shabaab, Islamic States, and Al-Qaeda in the Islamic

7 McAleenan, Kevin. Department of homeland security strategic framework for countering terrorism
and targeted violence.Homeland security, United States (2019), pp 12-19.

»# Freese, Rebecca. Evidence based counterterrorism of flying blind? How to understand and achieve
what works, perspectives on terrorism, (2018), pp. 9-11.

McAleenan, Kevin. Department of homeland security strategic framework for countering terrorism and
targeted violence.Homeland security, United States (2019), pp 12-19.

» Gareau, Frederick. State terrorism and the United States: from counter insurgency to the war on
terror. Atlanta: clarity press, (2004) p. 14.

0 Stohl, Rachel. US arms exports and military assistance in the global war on terror, center for defense
information at the world security institute, (2007), pp. 11-14.

3 McAleenan, Kevin. Department of homeland security strategic framework for countering terrorism
and targeted violence.Homeland security, United States (2019), pp 12-19.

2Mueller, John. Terrorism since 9/11: the case of America. Columbus, Ohio university, (2018), p. 8.
McAleenan, Kevin. Department of homeland security strategic framework for countering terrorism
and targeted violence.Homeland security, United States (2019), pp 12-19.
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Maghreb, pose an increasing threat to sub-regional peace and security.”

Conversely, strategic counterterrorism alternately referred to as Countering
Violent Extremism (CVE), has been adopted by security forces for both
preventive and corrective measures.

Owing to the changing nature of security challenges in Kenya, and in
particular, terrorism attributed to Al-Shabaab (ALS), the security forces have
been deployed on several occasions either to respond to terrorism incidents
or to preempt terror threats within the country. In order to effectively counter
violent extremism and terrorism in East Africa, particularly Kenya, the Kenya
Defense Forces (KDF) launched operation ‘LINDA NCHTI’ on October 14th,
2011°** This was complemented by county civil-military relations, prompted by
the National Counter Terrorism Centre (NCTC) as a multi-agency instrument
of security agencies built to strengthen coordination in counterterrorism.

Bognor is of the opinion that military power is the most efficient method of
dealing with terror threats to the state and that governments should use their
massive powers bestowed on their militaries to crush terror organizations and
completely degrade their capabilities to harm any of their civilians.*

It is worth noting that the deterrence theory will be used to anchor the
fact that the military can be used to counter extremism because hard power
generally acts as an effective deterrence. The fact is that through its use in
the Horn of Africa, with regards to the Kenya-Somalia expedition, the US
forces can strengthen the capabilities and will of host-government forces by
providing training and equipment, disrupting terrorist activities, finding and
capturing or killing terrorists, help to alienate terrorists from the populace,
gather intelligence about terrorist networks and activities around the world,
and protect friendly forces and bases.*

According to Freese, Applying anti-terrorist legislation while conducting
humanitarian missions can be a challenging mix. This is because one requires
soft diplomacy while the other usually requires a hard form of diplomacy.

3 Hoyt, Timothy. Pakistan, an Ally by Any Other Name. U.S. Naval Institute Proceedings, (2017), pp.
44-50.

* Botha, Anneli. Radicalisation in Kenya: Recruitment to Al Shabaab and the Mombasa Republican
Council. ISS Paper 265, (2014), p. 107.

33 Bognoe, Camilla. Understanding the role of gender in preventing and countering violent extremism
and radicalization that lead to terrorism, good practices for law enforcement.Organization or security
and cooperation in Europe, Vienna, Austria, (2019), pp 16-20.

% Freese, Rebecca. Evidence based counterterrorism of flying blind? How to understand and achieve
what works, perspectives on terrorism, (2018), pp. 9-11.

McAleenan, Kevin. Department of homeland security strategic framework for countering terrorism
and targeted violence.Homeland security, United States (2019), pp 12-19.
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7 Conditions of foreign donors and curtailing operations controlled by
designated individuals have affected the ability of humanitarian organizations
to be perceived as neutral and impartial.*®

McAleenan found that terrorism, being a global problem, still suffers from
the lack of a proper remedy even after all the military interventions that
have taken place throughout the years.”® Therefore, it's imperative that these
interventions look for long-term solutions, preferably locally homegrown
solutions, that will keep extremism and extremists at bay long after combat
forces have been drawn down.* Therefore, intervening powers must align their
goals with the locals] and this must be ready from the time of intervention well
into their exit strategies so that after major combat operations are over, troops
can go back home, and civilian authorities can handle matters of justice and
administration.*’ Ending counterterrorism military intervention is hard. It is
certainly harder than starting it, and, thus, it is important to consider some key
measures of success for an effective exit strategy.

Once an exit structure has been determined, the intervening military powers
must go the extra mile to try and rebuild the infrastructure system as part of
their successful exit strategy. In order to totally quell the energy, the military
takes responsibility for rehabilitating the existing structure in the process so
as to be able to bring society back to life.** For instance, the US has worked
toward providing long-term care among host nation populations by providing
training in several areas related to medicine, with positive results. These efforts
can be built upon with substantial positive effects.*

The military strives to work in order to develop comprehensive DDR
strategies that ensure that short-term security imperatives are integrated
into long-term development programming. DDR is a complex process with
political, military, security, humanitarian, and socio-economic dimensions.
It aims to address the post-conflict security challenge that arises from ex-
combatants or ex-terrorists being left without livelihoods or support networks

¥ Freese, Rebecca. Evidence based counterterrorism of flying blind? How to understand and achieve
what works, perspectives on terrorism, (2018), pp. 9-11.

#Dettmer, Jaimie. Al-shabaab’s jihadi recruitment drive in Minnesota, the daily beast, (2013), p.15

*® Mueller, John. Terrorism since 9/11: the case of America. Columbus, Ohio university, (2018), p. 8.
McAleenan, Kevin. department of homeland security strategic framework for countering terrorism and
targeted violence. Homeland security, united states (2019), pp 12-19.
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“Mueller, John. Terrorism since 9/11: the case of America. Columbus, Ohio university, (2018), p. 8.
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other than their former comrades during the critical transition period from
conflict to peace and development.* DDR seeks to support the ex-combatants’
economic and social reintegration so they can become stakeholders in peace.
Fighting fairly is almost important, and regard for International Humanitarian
Law (IHL) must be taken into consideration.*

In 2017, Kenyas government worked to implement its national strategy
to counter violent extremism, primarily through country-level action plans.
They were launched in Kwale, Mombasa, Kilifi, and Lamu counties.*® In other
counties like Nairobi and north-eastern counties, the police participated in
community policing, dialogues on post-traumatic stress, and early warning
and early response programs.*” These were programs that led to improvements
in the handling of detainees and prisoners, and other small-scale efforts were
undertaken.*

Conclusion

The choice of the military in counterterrorism is a running theme that
demonstrates the use of military means in fighting terrorism maybe sometimes
useful but should not be the only course of recourse, especially for democratic
nations. Until recently, many nations have employed the military in fighting
terrorist forces with mixed results, but not many of them seem to identify
the different situations where the military may be needed and where it may
not. Though in some instances, the use of military forces only radicalizes
more potential enemies than pacifies them, deterrence has to be there, and
the military provides this much-needed service as even the most radical of
extremists know when to make a tactical retreat in the face of overwhelming
force.

“McAleenan, Kevin. Department of homeland security strategic framework for countering terrorism
and targeted violence. Homeland security, united states (2019), pp 12-19.
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ICCT policy brief, (2019), pp. 1-3.
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ICCT policy brief, (2019), pp. 1-3.
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STOCHASTIC TERRORISM AS A POTENTIAL THREAT
TO SECURITY IN THE HORN OF AFRICA

Col Robert D Muye ‘psc’ (K) — Kenya Army (K)

Abstract

There has been much talk about “getting inside the terrorists mind” in order
to better understand the rationale behind terrorist attacks. A typical comment
has been, “We may not agree with it, but in their minds, they [terrorists] have
good reasons for what they’ve done” The idea is that perhaps we should be
able to win the “war on terror” by simply using a compassionate approach so
as to understand the cause of the grievances of those who seek to justify the
deliberate taking of innocent lives.

The threat of terrorism in the world is spreading and destabilizing many
regions. For instance, the rise of violent extremism in Africa has created threats
resulting in death, destruction, and instability in states where terrorist groups
operate.

This article will discuss the “Concept of Terrorism”, showing how it is at the
forefront of security threats facing the world and the “Evolution of Terrorism” in
a bid to highlight the terrorism problem. It will describe “Stochastic Terrorism”
and the term “lone wolf” so as to distinguish terrorist actions carried out by
individuals from those coordinated by large groups.

Introduction

Violent extremism and terrorism continue to rise, quickly destabilizing regions
in the world through the destruction of property, injury, and death of people.
To date, there has been no clear definition of terrorism, with many being highly
subjective and determined by political and economic considerations.' A school
of thought believes that terrorism is still a relevant topic for most governments
around the world due to the nature of the consequences it can unleash.?
Terrorism has taken the limelight among the mounting security threats
facing states globally.> Governments are grappling with the right stratagems to
combat the ever-evolving terrorism trends despite the fact that few countries

'Knudsen, D. A new wave of African counterterrorism legislation: contextualizing the Kenyan security
laws, Georgetown journal of international affairs, (2015), pp. 8-11.

2Brill, S. Is America any safer? The Atlantic, (2016), pp2-5.

3White, J. Terrorism and the Mass Media. Royal United Service Institute for Defence and Security
Studies, Occasional paper. Washington D.C, United States of America, (2020), pp. 7-11.
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have developed and implemented strategies specifically targeted at permanently
countering terrorism.*

Terrorism will be examined through the lenses of the “deterrence,” “game,”
and “securitization” theories in order to comprehend how terrorists and
counter-terror agencies use both elements of control and power, with the
ultimate impact on the international sphere. This article will consider these
counter-terrorism strategies in light of the evolving nature of terrorism in the
contemporary world.

Deterrents Theory. Deterrence is a coercive strategy that is based on
conditional threats aimed at influencing an adversary to either undertake a
certain course of action or dissuade them from pursuing undesirable goals.’
Deterrence involves both elements of control and power, with the ultimate
impact on the international sphere.® The debate on Deterrence gained
prominence at the end of World War II when military power went from being
a means to defeat the adversary to being considered a key piece of bargaining
power employed to avoid wars by means of coercion and intimidation.” In
addition to its potential effectiveness, the Deterrence of terrorism activities is
cheaper than its alternative, continuous conflict.

The Concept of Terrorism

The terrorism problem lies in collaboration between various parts of our
society through the use of both military and non-military tools.® Stochastic
terrorism refers to seemingly random terrorist attacks, usually against a
particular individual or group, that is brought on by the use of mass public
communication to incite or inspire those acts of terrorism.” The increased
tensions in political discourse have a direct correlation to unpredictable acts of
violence and domestic terrorism."

Globally, the history of non-terrorist lone wolf attacks began in the 1940s
but only received public attention in the 1990s because of the frequent usage

“Debisa, G. Security diplomacy as a response to Horn of Africa’s security complex: Ethno-US
partnership against al-Shabaab. Politics and International Relations, Cogent Social ~ Science,
Volume 7, Issue 1, (2021), pp. 4-8.

sPossony, S. T. (1946). Atomic power and world order. The Review of Politics, 8(4), pp. 533-535.

¢ Schelling, Thomas C., and Harvard University Center for International Affairs. 1966. Arms and
influence. Yale University Press.

7Schelling, T. C. (1980). The strategy of conflict: [with a new preface]. Cambridge,Mass: Harvard Univ.
Press. Ibid, (2021), p. 11.

¢lbid, (2021), p. 11.

¢Lorenzo, O. Challenges of the Modern Century. Samton Desktops Edition, Atlanta, Georgia, (2019),
p. 15.

©Young, J. The Twenty Four Hour Professor. The Chronicle of Higher Education, 48, (2016), pp. 31-34.
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of Islamic terrorist groups; since then, domestic non-terrorist lone wolf attacks
have flourished. Stochastic terrorism is a relatively budding subject area in its
evolution and has been associated with individuals, terrorist groups, and state
actors. Thus, this study aims to produce scholarly literature that will help in
promoting security in Africa through effective counter-terrorism strategies,
particularly in Kenya.

The term “lone wolf” or “stochastic terrorism” is used to distinguish
terrorist acts by individuals from those coordinated by large groups; a random
model of those terror attacks is intended by the random nature of their timing
and targets to excite a generalized fear."' Lone wolf attacks are rare, and what
appears to be a lone wolf attack may actually have been carefully orchestrated
from outside. Since 1940, there have only been around 100 successful lone-wolf
attacks in the United States. !> The number of attacks is increasing, however,
and has grown each year.

In the African context, as scholars continue to see an increase in these
horrific attacks, its become more important from a security standpoint to
proactively prepare for active shooter or mass casualty incidents, including
acts of stochastic terrorism."

In sub-Saharan Africa, lone wolf attackers who become inspired by al-
Qaeda and ISIS tend to be younger and better educated. According to the
United Nations, lone wolves have more in common with mass murderers than
they do with members of organized terrorist groups that often inspire them'.
While the lone wolf acts to advance the ideological or philosophical beliefs
of an extremist group, they act on their own, without any outside command
or direction. The lone wolf’s tactics and methods are conceived and directed
randomly, solely on their own; in many cases, the lone wolf never has personal
contact with the group they identify with. As such, in Kenya, counter-terrorism
efforts against this kind of terrorism are more difficult, as they may not come
into contact with routine counter-terrorism surveillance."

"Debisa, G. Security diplomacy as a response to Horn of Africa’s security complex: Ethno-US
partnership against al-Shabaab. Politics and International Relations, Cogent Social ~ Science,
Volume 7, Issue 1, (2021), pp. 4-8.

21bid, (2021), pp. 13-15.

13United Nations. The African regional high-level conference on counter-terrorism and the prevention
of violent extremism conducive to terrorism, Nairobi, Kenya (2019).

“United Nations. The African regional high-level conference on counter-terrorism and the prevention
of violent extremism conducive to terrorism, Nairobi, Kenya (2019).

s Keats, J. How Stochastic Terrorism Lets Bullies Operate in Plain Sight, (2020), pp. 9-11.

National Defence College, Kenya




STOCHASTIC TERRORISM AS A POTENTIAL THREAT TO SECURITY IN THE HORN OF AFRICA

The rise of violent extremism in Africa has created threats resulting in death,
destruction, and instability in the affected states.' Even though countering it is
not always the best option, especially because of the complexity and sensitivity
of the violent extremist process, there is still a need for a sustained focus on
countering extremist measures that may give birth to other forms of terrorism
such as stochastic terrorism.

The VE threat in East Africa is higher today than it was a decade ago. In
Somalia, an al-Shabaab attack in a hotel on June 12, 2019, led to the loss of
a prominent Canadian-Somali journalist and other foreign nationalities,
including 1 Briton, 3 Kenyans, 3 Tanzanians, and 2 Americans.”” Therefore,
violent extremism is a growing regional concern with particular relevance
to Kenya and its regional neighbours. But, in the absence of effective
countermeasures by the security forces, the drivers of extremism will continue
to stoke a perpetual cycle of terror activities.

Kenya has suffered its fair share of terror-related attacks. In early 1975, the
first bombs to strike independent Kenya exploded on a Nairobi bus on March
1 and killed 30 people. There was also the 1980 Norfolk bombing that partially
destroyed the hotel, killing 20 people and wounding 87 others.'® The worst
terrorist attack in Kenya was in 1998 at the American Embassy bombing; others
were the attacks at Westgate in Nairobi, Garissa University, and Mpeketoni.
This escalation illustrates the immediate need for Kenyas security forces to
step-up efforts at countering violent extremism and new and emerging terror
activities such as stochastic terrorism.

Securitization theory shows us that national security policy is not a natural
given but carefully designated by politicians and decision-makers. According
to securitization theory, political issues are constituted as extreme security
issues to be dealt with urgently when they have been labelled as “dangerous”,
“menacing’, “threatening”, “alarming”, and so on by a “securitizing actor” who
has the social and institutional power to move the issue “beyond politics”

Therefore, calling stochastic terrorism a “threat to national security”, for
instance, shifts immigration from a low-priority political concern to a high-
priority issue that requires action, such as securing borders. Securitization
theory challenges traditional approaches to security in IR and asserts that
issues are not essentially threatening in themselves; rather, it is by referring

® The United Nations. The African regional high-level conference on counter-terrorism and the
prevention of violent extremism conducive to terrorism, Nairobi, Kenya (10-11, July 2019).

7Bryden, Matt and Bahra, Premdeep. East Africa’s Terrorist Triple Helix: The Dustit Hotel Attach and
the Historiacl Evolution of the Jihadi Threat. Volume 12, Issue 6, (2019), pp. 12-18.

18 Botha, Anneli. Radicalisation in Kenya: Recruitment to Al Shabaab and the Mombasa Republican
Council. ISS Paper 265, (2014), p. 107.
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to them as “security” issues that they become security problems. Thus, The
Copenhagen School offers a radically constructivist perspective on how
“security problems emerge and dissolve by suggesting that security threats
are socially constructed in a process called securitization.” Securitization is a
collective of policies emanating from governments, leading political parties,
public opinion, and even the media in which immigration is viewed as a
security threat.

The securitization theory is seen to enable governments to declare threats
to the existential security of the state merely by declaring a clear and present
danger, even though there need not be one. By doing so, the actor has claimed
the right to handle the issue through extraordinary means to ensure the
reference object’s survival. The war on terror has had a major impact on the
securitization of the terrorism problem in east Africa.

Conclusion

It might be absurd to suggest that terrorism could ever be morally justified.
How could an act that is so indiscriminately violent be morally justified? If we
condemn unjust wars and disproportionate attacks during military operations
if we condemn the targeting of civilians in the context of war, and if we
condemn the indiscriminate attacks on the enemy’s infrastructure, are we not
also committed to condemning any terrorism in which violence, or the threat
of violence, is inflicted upon innocent people?

Regardless of what school of thought one belongs to, we have to agree that
the existing counter-terror strategies being employed are inadequate to deal
with contemporary terrorists. The early prevention of violent extremism,
radicalization and stochastic terrorism is not achievable by the state and
security services alone. Both hard and soft power has to be used judiciously in
a delicate balance to defeat the terrorist mind.

Further, Kenya should employ counter-terrorism strategies in full
compliance with the country’s pre-existing obligations under international
law, particularly in relation to the absolute prohibition of torture and other ill-
treatment (which includes the absolute principle of non-refoulment) and the
absolute prohibition on enforced disappearance. Therefore, early prevention of
violent extremism, radicalization and stochastic terrorism is not achievable by
the state and security services alone.

To this end, Kenya established County Action Plans for CVE in all 47 counties
to further implement its National Strategy to Counter Violent Extremism. The
NCTC led Kenya’s Country Support Mechanism, which awarded grants for
community CVE initiatives. Police in Nairobi and coastal and northeastern
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counties participated in community engagement training in early warning
and response programs. However, NCTC’s “piloting” of small-scale efforts
to disengage, rehabilitate, and reintegrate former terrorists lacks clear legal
frameworks and supportive public messaging campaigns.
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THE ROLE AND CHALLENGE OF THE MILITARY IN
COUNTERTERRORISM IN THE HORN OF AFRICA

Col Silver C Muhwezi - Uganda Peoples’ Defence Forces

Abstract

Using secondary sources, the article analysed the role of the military in
counter-terrorism in the Horn of Africa. The article argued that although the
military plays a noticeable role in combating terrorism, it is not an appropriate
tool for dealing with counterterrorism, especially if it is used as a primary
instrument. For instance, the United States’ invasion of Afghanistan in 2001
ended with mixed outcomes, while the African Union’s military campaign
against terrorist groups such as al-Shabaab (AS) since 2007 is yet to bear fruit.
The primary questions were: what role does the military play in counter-
terrorism, and what specific challenges does the military face in counter-
terrorism in the Horn of Africa? This article used a combination of theories
that supplement each other; the soft power theory as advanced by Joseph Nye
and the foundation of power theory as advanced by Hannah Arendt. Both
conceptions emphasise the attraction of people to a cause without forcing
them to do so. According to the article, the military plays a significant role in
combating terrorism, such as preemption, defense, and support to civil power.
However, the threat of terrorism still lingers on. Military intervention and
counterterrorism campaigns have proven to be problematic in the fight against
terrorist groups such as al-Shabaab. The harsh reality is that states’ reliance
on military superiority does not guarantee a successful military campaign.
There are both military and political challenges in the use of armed forces in
counterterrorism, which calls for a holistic, multi-tiered approach to the lines
of security.

Introduction

Terrorism continues to be one of the key challenges to global peace and security
and poses a major threat to national security. The application of military
force to counter-terrorism (CT) intensified after the Al-Qaeda terrorist
attack against the United States (US) on September 11, 2001. Before then, the
military option had been less utilised. With the United States’ declaration of
a global war on terror, many governments have used the military to combat
terrorism, beginning with the US invasion of Afghanistan, a campaign that
ended with mixed results. Apparently, heavy reliance on the use of force
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has not delivered as expected. In the Horn of Africa (HOA), despite states’
military efforts, individually or collectively, to fight terrorist groups such as
al-Shabaab, terrorism remains a great threat in the sub-region. There are two
main questions: what role does the military play in counterterrorism and
what specific challenges does the military face in counterterrorism in the
HOA? Using secondary sources, the article analyses the role and challenge of
the military in combating terrorism in the HOA. It argues that although the
military plays a noticeable role in combating terrorism in the sub-region, it
is not an appropriate tool for dealing with CT due to military and political
challenges, unless used in secondary roles. Heavy reliance on the military is no
guarantee of the successful achievement of political objectives, which calls for
a comprehensive approach to CT.

In terms of definitions, there is no universally accepted definition of
terrorism.! James and Brenda define terrorism as the “indiscriminate use of
violence..” and governments define a terrorist to suit their legal system.”? Most
counterterrorism strategies rely on realistic conceptions of power based on
military superiority, which might lead to failure. As a lens of analysis, this
article employs a combination of theories that supplement each other: Joseph
Nye's soft power theory and Hannah Arendt’s foundation of power theory.Both
theories emphasise the attraction of people to a cause and the importance of the
power of numbers as people work in concert or gain popular support without
forcing people to do so. This is very relevant for any CT campaign to succeed.
Also, Sen argues that army aid to civil power should be limited only under
circumstances of grave threats to domestic security, beyond the capability of
civil power.> The employment of military power in counterterrorism has been
extensively debated and remains a controversial issue. Therefore, using CT
experiences in the HOA, the article endeavours to contribute to the debate. This
article covers the role of the military in counterterrorism and the challenges
the military faces in counterterrorism in the HOA.

Military Roles in Counterterrorism

Pre-emptive Actions. Armed forces have been utilised to preempt terrorist
group plans so as to protect citizens against the possibility and level of threat

' Gary La Free, “Conceptualisation and Measuring Terrorism” in Handbook of terrorism and
counterterrorism ed., Andrew Silke (London: Routledge Taylor and Francis Group), p. 22.

ZJames M. Lutz and Brenda J. Lutz, Global Terrorism (London and New York: Routledge Taylor and
Francis Group, 2008), pp. 9-14.

3S Sen, “Role of the Army in Combating Terrorism” in Police Journal vol.64, no.1 (January/March,
1991), 58-62.
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posed by terrorist groups. For instance, in 2011, Kenya used the military to
attack the al-Shabaab terrorist group in Somalia on account of its continued
threat to the country. Uganda continues to use military power against Allied
Democratic Forces (ADF) based in the Eastern Democratic Republic of
Congo (DRCQ). In the case of domestic terrorism, in most cases, armies have
been ordered to deploy immediately in the event of a crisis to isolate terrorist
members from the populace. However, evidence shows that the military alone
cannot achieve the pre-emption objective. In all cases, the threat of terrorist
attack against targets still persists, despite the terrorist militants’ degraded
status. It is noted that, like insurgents, terrorists are secretive in their plans.
They also mix well with the population, try to alienate their audiences from
governments, and can exploit deep-seated local grievances or weaknesses
in the state governance and security apparatus. Therefore, the persistence
of terrorism in the region is attributed to those factors, which should be
considered in planning. So, in addition to the direct use of military power for
preemption, there are other varied mechanisms to support it, such as sound
intelligence, which largely depends on human intelligence and can be achieved
with people’s willingness. There is also the use of special counterterrorism
units, law enforcement agencies, diplomatic means, concessions, and reforms.

Deterrence War. It is essential to use the military when a state wants to
tame or deter acts of terrorism, including the use of Special Forces to contain
domestic or international terrorism. The presence of armed forces might
demonstrate the nation’s capabilities, so great deterrence can be achieved.
However, it requires a massive show of force by deploying the entire army
and air force, which is counterproductive. To the public, it portrays the
insurgents’ strength. There is also a danger of troops trained for conventional
warfare not understanding or not being equipped to fight insurgents. Often,
government troops have been surprised by the terrorist combatants, who
carry out coordinated attacks against unsuspecting military outposts. It also
takes effort to train troops to prevent, deter, and respond to terrorism threats
anywhere, at any time. At the peak of terrorism and piracy at sea off Somalia’s
coast, navy forces needed time to collaborate to provide escort duties to the
fishing fleet vessels with large calibre weapons on board.* Also, for deterrence
to be effective, it needs to be supplemented with sound intelligence® dependent
on early warning systems.® However, there is always an intelligence failure

4Annina Cristina Burgin, “Spanish Maritime Security Governance” in Maritime terrorism and piracy
in the Indian Ocean Region, eds., Awet T. Weldemichael, Patricia Schneider and Andrew C. Winner
(London and New York: Routledge, Taylor & Francis Group, 2015), p. 26.

sRichard Miriti, Threat of Terrorism, pp. 39-41.

8 Vladimir Lukov, “Counterterrorism Capabilities: Preventing Radiological Threats.” Connections, the
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to predict when and where this will take place, as examples of recent ADF
bombings in Kampala, Uganda showed. The ADF has bases in the ungoverned
spaces of eastern DRC, where they spring their attacks, and they are linked to
domestic networks in Uganda. Generally, good governance, solving people’s
grievances, respecting and upholding values, and building institutions to deny
safe havens are important aspects in CT.

Defence. The physical protection against attack from terrorist combatants
as well as denying enemy-held territory are major reasons for the use of the
military. When the nature and severity of the existential threat is great, the
military adopts a defensive posture. For state-sponsored terrorism, a state can
“initiate actions to make the support of terrorism altogether too costly for
self-defence™ purposes. In this situation, diplomacy should precede military
action. Uganda and DRC provide a recent example, following the renewed ADF
terrorist attacks in Kampala and subsequent engagements between the two
countries. Military action should only be considered as a form of war based on
certain criteria as suggested by classical thinkers such as Sun Tzu, Liddell Hart,
and Clausewitz.® For some groups, such as al-Shabaab, which appear to have a
strong appeal to their audience in Somalia, negotiations and compromise can
also be applied to supplement military effort to achieve the goal.

Military Support and Assistance. Armed forces support police and other
law and order enforcement agencies when called upon to assist. The police
should take primacy since the armed forces bring reinforcements to the police
effort. The military is better used when violence is beyond containment by
police, as it is not possible for police to deal with hardened groups like al-
Shabaab or ADF combatants. In low-intensity situations, the armed forces
provide information to the police. They conduct covert operations using deep-
cover agents into terrorist organizations. They carry out escort duties and
security of very important people and vital installations, as African Union (AU)
troops do in Somali cities and towns. The army also takes part in cordon and
search operations. In the case of Somalia, however, there was no civil power to
support at the beginning of the AU deployment. The intervention force was on
its own, taking precedence. The military presence on the streets of Mogadishu
and other towns brought hope and despair, as terrorist militants resorted to
attacking undefended civilians. Although such actions are counterproductive
against the terrorists, this largely discredits the force; it demonstrates the
inability to protect the people. So, a successful domestic or foreign response
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to terrorism includes a blend of police, intelligence, community policing,
civil-military relations, and military (or paramilitary) capabilities, operating
according to the principles of Military Aid to the Civil Authority or Power.’
Response to an attack. A state can respond militarily when attacked by a
terrorist group, home-grown or international. Kenya, Ethiopia, and Uganda
have demonstrated this by using maximum force for the speedy elimination of
terrorist or insurgent groups. Simply put, the police and other civil authorities
are incapable of dealing with it.Since Somalia lacked a central government and
eastern DRC lacked a properly functioning authority, military intervention
has been critical in neutralizing terrorist bases.For state-sponsored terrorism,
military measures can be adopted when the conflict is viewed as one of war,
such as the approach taken by the USA in 2001."° However, evidence shows
that there are problems associated with the approach, such as a lack of political
will and orientation. The enemy can also use its propaganda machinery to
thwart states’ efforts, as in the case of al-Shabaab, who alleges that African
intervention in Somalia is a form of neo-colonialism and anti-Islamic values
in the case of Christian-dominated Ethiopia. Forces also tend to follow the
ethos of conventional warfare and make mistakes. Outside the HOA, due to
the many mistakes made by conventional North Atlantic Treaty Organisation
(NATO) forces in Afghanistan and Iraq, al Qaeda leaders asked, “What has
America achieved by attacking Afghanistan?”!' Mistakes provide a catalyst
for terrorist recruitment on grounds of resentment and anger." So, deliberate
policy decisions, training of troops, and preparations have to be carefully made.

Challenges

Politically, when the military deals with domestic terrorism, political and
constitutional challenges can arise. Military force can escalate into repression
and damage the government’s legitimacy. Notably, both state and non-state
actors, i.e., terrorists, compete for the support of the population. It also
undercuts the tactical advantages stemming from its actions, and the challenge
is more pronounced in liberal democracies. Although most states in the HOA

¢Jenny Hocking, “Terrorism and Counter-Terrorism: Institutionalising Political Order.” The Australian
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have young democracies, a focus on the use of military force against terrorists
hasbeen viewed asless democratic and intolerant. Military use might contradict
constitutional provisions or result in authoritarian rule. In operations away
from home, the government might lose political credibility at the international
level as Uganda’s military interventions in DRC in the 2000s met international
condemnation. On the ethical aspect, it can encourage human rights abuses
and other ethical issues that do not rime with democracy. Outside the region,
the post-2001 “War on Terror” received a lot of criticism expressed by foreign
governments, members of Congress, human rights activists, journalists, and
academia. The application of air power by the USA is reported to have killed
many Muslims in Iraq, including the annihilation of entire families from among
the Arab jihad fighters in Afghanistan® directly or indirectly, which attracted
worldwide condemnation." So, military operations in another country can
generate indigenous resentment that terrorist groups can exploit. In the HOA,
counterterrorism initiatives against al-Shabaab have compounded a deep sense
of alienation among those sections of the population, especially the Muslims.
'* Thus, when the military becomes ineffective as a law enforcement tool, the
alienation of the population can have political ramifications.

As regards military challenges, sometimes the use of a militaristic approach
can have strategic disadvantages and limitations. The disadvantage is that troops
are rarely prepared for counterinsurgency or counterterrorism operations,
necessitating the use of traditional tactics to gain control of a population or
territory.Until recently, most countries in the HOA had no established peace
support operations training schools. So, their militaries have largely undergone
training for conventional tactics and strategies. The main challenge is the
inability of the military to cope with the ability of terrorists to change form,
organization, and structure. There is also a lack of joint training and procedures
for interaction between intelligence and police. The question of the excessive
use of military force also has a limitation. It might produce a backlash in the
operation area. With overwhelming force, numbers can be applied to win or
suppress terrorist groups. However, evidence shows that terrorist groups such
as al-Shabaab can continue to maintain resilience. It can also raise the prestige
of the group in question, hence elevating their cause in the international
arena. The forces might end up conducting a campaign of repression against
the civilian populace. Tactics used against terrorists can promote widespread
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support for the group, resulting in a recruiting ground for them. One can
win tactical battles but lose strategic level objectives. The aggressive nature
can easily permeate all aspects of the campaign. The use of force might not
translate tactical successes into the desired strategic outcomes, which requires
training of troops in the application of controlled violence. A concerted, joint
national effort is required, adopting a kind of a balanced approach and a mix
of tools. The use of the ‘light footprint approach’ as applied in Afghanistan
and the use of Special Forces that replaced the counterinsurgency model '¢
These are capable of keeping the fight in countries where terrorist groups have
established themselves."”

Conclusion

In conclusion, there are specific scenarios when the use of the military in
response to threats posed by terrorist groups in the HOA has been essential.
However, military actions must be integrated into an overarching, politically
directed strategy, which has been lacking. All states confronted with terrorism
challenges should consider the likely negative impact emanating from the
application of military force. Measures should be based on critical analysis.
The great value of military power has been the addition of personnel to allow
the police to effectively complete their job. In low-intensity scenarios, military
forces should be very visible to the populace but not involved in arrests,
interrogations, or confrontations with the public. During high-intensity
operations against well-organised insurgents, states can use armed forces to
fight domestic terrorism when the police and judicial arms of the government
are unable to address the threat. In the case of state-sponsored terrorism, other
means such as diplomacy should take precedence. However, in all cases, the
use of military means has to be integrated into the grand, overall national
strategy, to circumvent some of the political and military challenges that states
continue to encounter during CT. Soft power and popular support are relevant
concepts to take into consideration when devising a counterterrorism strategy.
This would limit terrorists’ capability and ability to achieve their strategy.
Finally, terrorism frequently coexists with other forms of internal conflict,
often indistinguishable from counterinsurgency, and can be a byproduct
of internal wars fueled by local grievances, where police and other law
enforcement agencies take precedence; ultimately, a comprehensive, holistic
approach, including negotiations with or confrontation with terrorists with

® Michael J. Boyle, “The Military Approach to Counterterrorism” in Handbook of Terrorism and
Counterterrorism ed. Andrew Silke (London and New York: 2019), 386.
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the military, may suffice.
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AN AFRICAN PERSPECTIVE ON SECURITY REFORMS
FOR SUSTAINABLE DEVELOPMENT

Col William L. Kamoiro, OGW ‘psc’ (K) — Kenya Army

Abstract

Security determines the level of development in a country. The insecurity facing
countries in Africa is a cause for stalled development processes in the region.
African states require security sector reforms. Security forces have earned
an unflattering reputation on this continent because of their actions against
civilians that violate fundamental human rights. Security sector reforms within
African countries will prevent conflict and offer guidelines for effectively
managing the forces. Therefore, this research paper focused on determining
how security reforms can bring about sustainable development in African
countries by answering the following questions: What is the importance of sub-
regional cooperation in implementing security reforms for development, and
what is the role of internal and external stakeholders in introducing security
reforms for sustainable development? The study established that a sub-regional
approach is necessary to prevent the spillover of conflicts from neighbouring
states. The participation of all relevant stakeholders in meaningful dialogues is
necessary for the successful implementation of effective reforms.

Introduction

The relationship between security development and complexity is indisputable.
There is a consensus among development actors and security thinkers that
security is a precondition for sustainable development.! Africa is steeped
in instability and armed conflict, responsible for the stalled development
processes of several states in this continent. The majority of the devastating
conflicts in Africa are intra-state in nature and have led to poverty, despair,
refugee problems, disease, and poverty. As a result, there is an urgent need for
African states to make progress in resolving insecurity issues to strengthen the
foundation for development. The study has adopted the rational choice theory
because the improvement of security depends on all stakeholders™ rational
decision-making.

'Olonisakin, F. Security and Sustainable Development: an African Perspective. The United Nations,
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Security Sector Transformation

The security sector is a vital aspect of every functional democracy.* Therefore,
security sector reform is a crucial enabler of development and peace agendas.
Security reform as a driver of development is needed in several African states.
Firstly, in several countries, security sector personnel have assumed and
exercised powers they have not been given. Their operations are extrajudicial,
and their actions are intrusive. They have become perpetrators of repression,
harassment, and intimidation of the citizens they are supposed to protect.?
Countries can only achieve stability and development when the institutions
responsible embark on positive reforms. They include security institutions and
the military, which are at the heart of security issues that stall development
and prevent stability. Their negative behaviour has led to increased mistrust
between the civil population and security institutions.

The second reason reforms are necessary for this sector is due to the
politicization of the security apparatus, which has contributed to the
weakening of the security sector in Africa. The politicization of security forces
in this continent is rooted in colonial history, and it is why political actors
back the majority of military coups in this continent. Political parties in Africa
continually try to gain sympathizers in the military to seize power when crises
occur.* The manipulation of security force allegiances has been observed in
many African countries. For instance, in Cote d'Ivoire, the first president
would pay higher salaries to military officers than what was paid to other civil
servants.” The politicization of security forces means that they have cast aside
the image of neutrality and unity and become part of the political game. This
leads to political instability, insecurity, and underdevelopment of a country.
Therefore, reforms are necessary to restore the neutrality of security forces,
which is a foundation for security and development in a country.

There are many principles and steps that African states can institute to
guide the sound governance of their security sectors and begin the process
of their transformation. The responsibilities of the government towards the
state’s security forces should be outlined, and there should be clear principles
for managing security forces. For security force reformation, the African

2Bryden, Alan, and 'Funmi Olonisakin. Security Sector Transformation in Africa. Minster: LIT Verlag
Minster, 2010
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states also have to provide their security forces with adequate resources to
accomplish their missions and prevent any interference by political actors.®
The transformation would strengthen states’ security institutions, thereby
creating a conducive environment for development.

Incorporating a Sub-regional Approach for Sustainable
Development

Comprehensive security sector reforms and improvements in other state
institutions are vital to fostering development in African countries. However,
there is a risk that external factors can derail changes. A better opportunity for
sustainable development is likely to occur when corresponding reforms in the
neighbouring states face development challenges. A sub-regional approach is
viable because conflicts tend to spill over to neighbouring states and hamper a
state’s reform process. A case in point is Sierra Leone in 1991.

When armed conflict erupted in Liberia, it also triggered one in Siera
Leone, and later, Siera Leone’s rebuilding process after the war was continually
threatened by the insecurity in Liberia. Taking a sub-regional approach to
foster development is suitable for African states. This requires an increased
focus on regional institutions like the East African Community (EAC), the
Economic Community of West African States (ECOWAS), and the Southern
African Development Community (SADC).” The member states of ECOWAS
and SADC have verified the effectiveness of taking a regional approach through
their commitment to good governance, democracy, and human rights.

The New Partnership for African Development (NEPAD) is a major step
in the direction of African states’ taking an integrated approach to fostering
sustainable development. The regional approach is heavily dependent on
the commitment and will of the concerned governments and their desire for
long-term cooperation. Initially, regionalism was all about trade, but modern
regionalism promoted security and development. Increased collaboration
between states will stem from African leaders recognizing they share mutual
vulnerabilities with their neighbours.?

8 Olonisakin, F. Security and Sustainable Development: an African Perspective. The United Nations,
2004. P.30
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The Role of Internal and External Actors in Security Sector
Development Reforms

As mentioned earlier, African states require reforms in their security sectors to
create a conducive environment for development. Stakeholders such as leaders
of institutions, particularly the military and police, local leaders, civil society
actors, the media, and wealthy citizens with clout in the state must all opinion
on security reforms. All these actors need to agree on the elements of reform
because their influence on development is significant. Dialogue with both
internal and external stakeholders helps create critical dynamics of change. It
builds confidence, reduces uncertainty, and creates an avenue for compromise
solutions. The discussion process engages reform-minded elements. Leaders
in the military or the police force can perceive security reforms as a threat to
their status, position, and expertise. This problem can occur when the planned
reforms do not consider the rights of the security leaders or emphasize the
benefits to be gained by police institutions from their implementation.’

Security reforms to promote development in African states should also
consider the bridge-building process. This entails including the public,
civil society, and the media in shaping security reform agendas and their
implementation.'” Meaningful and high-level participation of these domestic
stakeholders is the basis for sustainable security reforms in Africa. Reforms
endorsed by local actors produce better results than externally-driven reforms.
Therefore, international partners should not design the template for reform but
should only support the change. This is because externally imposed changes
to the security model rarely succeed. The media and civil society play an
important role in meaningful dialogue because they give voice to the public’s
concerns and offer feedback on the security needs of the people.

Conclusion

The role of security forces within structures of governance influences the
level of security and stability of a state and the extent to which it can achieve
sustainable development. If the security sector is preoccupied with maintaining
a regime in power, all resources will be diverted to security, leaving a little
for the productive sector. Also, when security forces engage in activities
that violate human rights, they create instability that hampers development.
These are the conditions of several African states, so reforms in this sector

°Bryden, Alan, and "Funmi Olonisakin. Security Sector Transformation in Africa. Minster: LIT Verlag
Minster, 2010
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are necessary to foster development. Their responsibilities should be clearly
defined to eliminate mistreatment of citizens and prevent the politicization
of the security sector. This paper has also shown the importance of taking a
sub-regional approach in security sector transformations and involving all the
necessary stakeholders for long-term change.
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CLIMATE CHANGE: A THREAT TO KENYA NATIONAL
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Abstract

One of the defining and unprecedented issues of the twenty-first century
is climate change, with its attendant wide-ranging and devastating effects.
An emerging global consensus indicates that climate change ramifications
will stress the political, economic, and social systems that support peace,
growth, and security in many countries across Africa. The United Nations
Environment Programme Information Unit observed that climate change is
a crisis multiplier with great potential to undermine international peace and
security and that Kenya is one of the countries experiencing extreme changes
in climatic conditions in recent decades.'

It has been established that climate change is largely caused by human-
related activities like unsustainable agricultural practices, destruction of forests
that act as carbon sinks, pollution, and excessive use of fossil fuels that produce
greenhouse gases, resulting in global warming. In Kenya, the adverse effects of
climate change are increasingly becoming more pronounced, as evidenced by
unpredictable weather patterns, rising temperatures, erratic rainfall, rampant
droughts, higher incidents of floods, displacements, and conflicts. These
risks endanger national security by undermining food security, straining the
economy, negatively impacting health, and sparking resource conflicts.> This
article examines how climate change threatens Kenya’s national security and
what can be done to mitigate the adverse effects of climate change.

Introduction

Despite the fact that Africa’s contribution to the climate change crisis is
significantly minimal at three percent of total global carbon emissions,
countries in Africa, including Kenya, are highly vulnerable as compared to those
in other continents that are more advanced economically and technologically.
In Kenya, the climate change crisis portends grave consequences for the
country’s national security, and, despite the widespread efforts taken by the

'Antonio, G. (2021). “Climate Change, Biggest Threat Modern Humans Have Ever Faced”. United
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national government, county governments, private sector, non-governmental
organizations as well as members of the public to combat the climate change
crisis, this unrelenting menace continues to significantly undermine Kenya’s
national security.’

The constitution of Kenya asserts that all citizens have a right to a clean
environment. At the same time, Kenya Vision 2030, the country’s main
development blueprint, strives to provide Kenyans with a high-quality life.
This aspiration cannot be realized without safeguarding the environment and
ensuring climate security. This claim contends that healthy progress cannot
be realized devoid of climate security. As a result, prioritizing environmental
protection as a basic human right will guarantee that Kenyans have access to
clean drinking water and a clean environment. According to the United Nations
Environment Programme (UNEP), Kenya’s climate security vulnerability is
worsening, portending a bleak future for the country if nothing is done. As
a national security challenge, climate change has debilitating effects across all
sectors of development, from economic, political, social, and cultural, among
others.*

In Kenya, as in many other African countries, climate change may negate
the significant human progress realized over the decades, as new challenges
to food and nutrition security, agricultural output and accessibility,
nourishment, and health care emerge. By 2030, the effects of climate change,
which include rising sea levels, droughts, heatwaves, and rainfall fluctuations,
could force many people into starvation, and millions more will face water
shortages.” In this write-up, the green theory has been used to help explain
some relationships between climate change and national security. The theory
contends that climate change concerns adversely affect political, economic,
health, and environmental security and may disrupt human security and
relations between communities due to conflicts over resources, all of which
have great ramifications for national security. It further asserts that the self-
centered interests of humanity might disrupt climate integrity, destroy shared
resources, and leave communities insecure and vulnerable. This contention
agrees with the arguments made in this write-up that attempt to explain that
climate change effects are a threat to Kenya’s national security.®

*https://www.unep.org/explore-topics/disasters-conflicts/what-we-do/risk-reduction/climate-
change-and-security-risks. Accessed on 29th July 2021 Pp. 6
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Climate Change

The United Nations defines climate change as long-term shifts in temperatures
and other weather elements. Climate change variables consist of many elements
of the climate that are affected by carbon emissions as well as global warming.
Some of these shifts may be natural, for instance, due to solar cycle variations.
Still, since around 1980, rapid and extraordinary changes in weather patterns
have been witnessed due to human-related activities like the use of fossil
fuels. These are fuels like oil, coal, firewood, and gas that produce green gas
emissions that form a blanket-like layer around the earth, trapping the heat
from the sun and leading to a rise in temperatures. Among the greenhouse
gases with adverse effects on the climate are carbon dioxide and methane.
Industries, transport, agriculture, and energy generation facilities are some of
the significant producers of greenhouse gases.”

Kenya is experiencing serious environmental difficulties arising from high
levels of land degradation, loss of biodiversity, forest cover, and destruction
of water catchment areas, which have exacerbated occasional conflicts among
pastoral communities.® Climate security can be described in a variety of ways
to fit various conditions. Despite multiple attempts to define it, people from
various professions and countries have differing viewpoints on the subject.
It can be understood as the long-term stability of weather patterns to ensure
human safety and environmental harmony.

A recent report by the Intergovernmental Panel on Climate Change (IPCC)
indicates that the rate of global warming courtesy of human activities is far more
rapid in Africa than in other parts of the world.” While addressing the United
Nations Security Council on February 2, 2021, Secretary-General Antonio
Guterres referred to climate change as a crisis multiplier with great potential to
undermine international peace and security. He dared the global community
to exercise their moral responsibility and make the necessary efforts to ensure
a healthy global environment where justice and peace prevailed.

Kenya is facing a climate change crisis.

Like many African countries, Kenya has widely experienced the extraordinary
shift in climate patterns commonly known as climate change. Unsustainable
agricultural practices, destruction of forests that act as carbon sinks, and

7Kweku, Darwah. (2018). “Greenhouse effect: greenhouse gases and their impact on global warming.”
Journal of Scientific research and reports 17, no. 6 (2018): 1-9.

8

¢ Intergovernmental Panel on Climate Change, Working Group Il Report. ((2007). “Impacts, Adaptation
and Vulnerability” IPCC Fourth Assessment Report. Pp. 67.

National Defence College, Kenya




Mr. S. K. Mwangi

overutilization of natural resources to support untenable human lifestyles have
exacerbated Kenya’s climate crisis and security concerns.'’ Climate change has
in many ways undermined human security in Kenya. For instance, weakening
social and economic fabrics leads to a higher incidence of poverty and diseases.
These increasing human deprivations have the propensity to destabilize peace
and security."

For example, acidic rains have become more common on Mount Kenya’s
peaks. These occurrences have sometimes caused floods where people are
forced to move to higher grounds. In other places, droughts are resulting in
human migration in search of pastures and water, leading to stress and conflicts
with other communities. These climate change disruptions and their aftermath
ultimately compromise national and human security.

Kenya is particularly vulnerable due to high levels of poverty and low
technical capacity to help in mitigation and adaptation, a situation that
exposes the livelihoods of many Kenyans to wide-ranging risks of diseases,
water scarcity, food, and physical insecurity. Climate change will significantly
undermine the economic prospects in Kenya, with a projected rise in resource-
based conflicts due to intense competition. These risks endanger Kenya’s
national security and undermine economic prosperity as they adversely affect
the integrity and productivity of the ecosystems that support life and economic
activities. Predictions point out that by 2050, temperatures in Kenya might rise
by more than 2%, which will make the situation dire.

In Kenya, the government has not fully succeeded in establishing effective
mitigation and adaptation measures to counter the climate change crisis,
which then makes various sectors like health, agriculture, and security
prone to ensuing risks. The challenge of climate change in the country has
led to various environmental difficulties, mostly arising from human-related
activities like the destruction of catchment areas and forests that also serve
as habitats for wild animals. Incidents of forest fires have increased and
are blamed on droughts, which leave dry swathes of land, and the illegal
activities in these forests, like charcoal burning and honey harvesting, ignite
fire outbreaks. These fires devastate the environment and lead to the loss of
forest cover and land degradation and increase incidents of flooding in low-
lying land areas. The occurrences have made Kenya a prime zone for climate
change-related disasters and adversely affected national security. This situation
is tragic for Kenya, a country with some of the world’s most iconic species

© United Nations. (2008). “Achieving Sustainable Development and Promoting Development
Cooperation” Dialogues at the Economic and Social Council. New York. Pp. 6
1 Seiji, K. (2006). “Poverty Reduction and Human Security”. Institute for International Cooperation
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of animals like the African bush elephant, the East African lion, the African
buffalo, Rothschild giraffe, Maasai giraffe, Lesser kudu, and African black
rhino, among other native species.

With the destruction of habitats and illegal killing of animals, the survival
of these unique wild animals is at stake, which consequently affects human
security. The existence of human beings is inextricably linked to that of
animals. A good example is the case of wild animals like forest elephants
and pangolins that are unanimously considered ecosystem engineers due to
their interactions with vegetation, resulting in the preservation of ecosystem
health. The activities of these animals contribute to carbon sequestration that
assists in regulating the carbon in the atmosphere, ultimately reducing global
warming." Like in many other African countries, the shifting climate patterns
pose multiple security risks to Kenya. They are projected to result in a slew of
political and social issues with serious debilitating effects on economic stability
and human security. This will place a burden on the government’s ability to
secure themselves, and many community institutions, such as clans, will have
less ability to engage with each other.?

In Kenya, it’s predicted that new pest and disease patterns will occur as a
result of climate change, endangering crops, and public health. Changes in
vectors for climate-responsive pests and pathogens and the rise of new illnesses
might negatively impact both the food supply and people’s biological ability to
receive the required nourishment they eat. Food supply chain integrity will
be undermined as well as agricultural output, which will affect functions such
as processing, delivery, acquisitions, processing, and consumption, which are
also important for food security. Climate change effects lower the capacity of
communities and households to access basic needs, including medicine and
nutritious meals, which then undermines their productivity and ultimately
destabilizes the economic, health, and physical security of a country."

Combating the climate change crisis

One goal of the first aspiration of Agenda 2063 is to put in place measures to
sustainably manage the continent’s environmental resources largely through
sustainable practices and lifestyles to deal with climate-related risks. It’s critical
that African countries like Kenya make concerted efforts to address the climate

2 UNESCO, (1963). “Conservation of Nature and Natural Resources in modern African States”.
Switzerland, Pp 16.

B\World Health Organization. (2017). “Ecosystems and Human Well-being: Health synthesis”. A Report
of the Millennium Ecosystem Assessment. Pp 8.

“African, Union. (2014). “Progress report of the commission on the Africa 2063 agenda”.
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change challenge. These measures should particularly be geared towards the
reduction of greenhouse emissions that destroy the ozone layer. Some of the
actions that can help slow down climate change include increasing the use of
clean energy instead of fossil fuels and planting more trees to increase forest
cover since woodlands serve as a carbon sink.

Kenya needs to develop comprehensive climate security policies to provide a
sound framework for safeguarding the integrity of the environment, including
promoting lifestyle practices that are friendly and appropriate. This will help
enhance mitigation and adaptation capabilities and lead towards long-term
economic growth of the economy, ecological sustainability, and national
security. The country should make more efforts to accelerate measures to
build resilience to combat climate change-related adverse effects. This can
be realized by empowering the populace through effective communication,
promoting green technologies, and growing crops that can cope well with a
changing climate, such as those requiring low rainfall.

It has been established that the beliefs of various people on climate change
see a risk in the future and not now, while others believe that the adverse effects
of climate change will affect others more than themselves. This indicates a need
for awareness-building to clarify these beliefs and motivate people to embrace
appropriate practices that will assist in climate change mitigation.”” Other
measures include:

« Building resilient infrastructure.

« Enhancing governance practices to ensure effective implementation of
actions to address climate change.

« Enhancing industrial efficiency in the utilization of energy.

« Creating greater awareness so that the people who are the main cause of
climate change can embrace climate-friendly and sustainable practices.

Additional interventions that could be undertaken to reduce the country’s
vulnerability include enhancing capacities in water-wise irrigation systems, low
or no-till farming methods, income diversification, and disaster preparedness.
Efforts aimed at empowering small farmers as well as other vulnerable
populations in protecting and promoting agriculture’s productivity could be
vital in this endeavor.

Despite the numerous achievements and possible developments globally,
the overall progress in unlocking the innovation potential in many countries

vNazru, I. (2017) “Climate Change and Social Inequality”. Department of Economic and Social Affairs,

Working Paper No. 152. Pp. 23.
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has been slow in this area, and there is a need for the country to accelerate
development in climate change innovations to support economic growth,
mitigate the adverse effects of climate change and utilize emerging opportunities
to grow the economy. Climate change innovations could significantly enhance
understanding and shape the factors that affect economic development and
competitiveness.'®

The government of Kenya should intensify efforts to promote green
initiatives and facilitate targeted investments in the private and public sectors.
This will help enhance issues like water conservation and harvesting, use of
renewable energy; environmental policies and legislation; and waste disposal,
among others. These efforts may need to be scaled up at all levels for substantive
benefits to be realized in mitigating climate change effects. Some of the areas
that the government of Kenya may require to focus on to spur innovations
for climate change include improvements in performance and the diffusion
of several flagship low-carbon innovations, notably in renewable energy,
manufacturing, and transport. Despite commendable efforts toward greening
the country, the pace has been below the expected threshold. “Innovation fuels
economic competitiveness, creates jobs and helps ensure that technology and
manufacturing enterprises continue to contribute social and economic value
to the global economy as a whole”."”

Ironically, innovations and technology also hold the best solution to
addressing environmental degradation and climate change challenges. Despite
the negative impact of technology and innovations on the environment,
the prevailing challenges Innovative devices and technology, for instance,
the Internet of Things (IoT), are able to conserve energy when sensors and
appliances are connected to the internet to remotely monitor and perform
required functions with high levels of energy efficiency. Other innovations
include intelligent lighting systems that only produce illumination when
required, while technologies like WiFi, smart sensors, and Bluetooth have
enhanced internet connectivity, reducing energy wastage'®

Kenya is presently not reaping the benefits of all that climate science
has to provide. Climate information, which is routinely used to inform
decision-making in industrialized nations, rarely reaches decision-makers
and community members in suitable and effective ways. General circulation
models, a computer-based weather prediction technique, could be used to

6 United Nations, (2008). Achieving Sustainable Development and Promoting Development
Cooperation. Dialogues at the Economic and Social Council. New York. Pp. 24.

7Marianne, F. (2012). “Inclusive Green Growth”. World Bank Publications. Pp.16

18 Edinburgh Sensors, (2019). “The Impact of Technology on the Environment and how environmental
innovations could Save the Planet”.Pp. 29.
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analyze and understand current climate conditions and anticipate weather
patterns, but this has not been the case.”” This makes it imperative to put in
place the necessary infrastructure for effective dissemination of information to
empower various stakeholders with climate-related information for effective
decision-making processes.

It’s possible for Kenya to seize the moment and convert the climate adversity
into an opportunity to realize the elusive dream of attaining prosperity.
Countries like Morocco are making impressive strides towards adaptation by
drastically boosting their clean energy capacity. The country has established
the biggest solar energy farm in Africa, aiming to attain over 50% of its total
energy needs from clean sources.?® This will result in many other benefits. For
instance, job creation, cheaper energy for small and medium enterprises, as
well as health benefits from reduced pollution. Other African countries, like
South Africa, have enacted a Carbon Tax Act to promote the transition to
clean energy use.

Kenya should fully implement some New Partnership for Africa’s
Development Environment Initiative and Action Plan strategies by the
African Union Commission. One of these focuses on integrating climate
information into national development plans, emphasizing the most climate-
sensitive industries. Kenya also needs to join other African countries to seek
compensation for the economic disruption caused by global warming as
part of the global climate change discussions. The continent should make
a strong demand that wealthy nations cover the costs of climate change
mitigation and adaptation in Africa. It has been suggested that industrialized
countries, whose greenhouse gas emissions are largely to blame for climate
change need to contribute monetary resources to Africa to help it deal with
challenges occasioned by climate change. Africa makes a small contribution
to greenhouse emissions, but it will suffer significant adverse effects of climate
change.” Compensation should not only be sufficient, regular, and accessible
but should also emanate from easily identifiable sources and be managed by
a body in which Africa plays a major role commensurate with its population.
Until vulnerable communities, notably the poorest in Africa, are assisted in
developing climate-resilient activities, climate change will increase poverty
and insecurity.

®Rogers, D. (2013). “Weather and Climate Resilience: Effective Preparedness through meteorological
and hydrological services”. The World Bank. Pp 37.

20 Mafalda, D. (2015). “Morocco to make history with first of its kind solar plant”. Climate Investment
Funds. World Bank Group. Pp 7

2 Patrick, B. (2010). “Climate Dept Owed to Africa: What to demand and how to collect”. Africa Journal

of Science, Technology, Innovation and Development. Pp. 13.
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Conclusion

Though Kenya has contributedlittle greenhouse emissions to the global total, it’s
among the most vulnerable countries to the risks of climate change. Productive
sectors like agriculture, which make up more than 50% of the country’s
economy, are already experiencing the debilitating effects manifested by more
frequent and severe droughts, irregular rain patterns, floods, destruction of
infrastructure and property, and an increased incidence of conflicts. These
climate change-related threats are already undermining health security,
economic growth, and national security.”” However, if the Kenyan government
implements sound, targeted, and appropriate interventions ranging from
policy, legislative, technological, political, and social interventions, climate
change challenges can be transformed into opportunities for harnessing
the country’s vast resource base to pursue and achieve massive growth and
development.

2 Camilla, T. (2009), “Climate Change Africa” International Africa Institute & Royal African Society,
London, Zed books Itd
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RADICAL ISLAM TO RWANDA'S SECURITY

Col Jules Rwirangira - Rwanda Defense Force (RDF)

Abstract

One of the biggest challenges that Islamic and non-Islamic states around the
globe have been handling for the last couple of years is the political and security
results of radical Islam. The Salafist movement has been the most common
form of radical Sunni Islam. The foundation of the Salafi movement, which
started as a reform movement within Sunni Islam, can be traced back to the
late 19th century in Egypt and was formed to respond to Western imperialist
domination of the Arab world. In Rwanda, the majority of the radicalization
cases are associated with Islamic religious Swahili teachings propagated by the
prominent East African clerics supporting Al Shabab. Radical groups leverage
all possible recruitment and mobilization tactics to get more members on
board. The effective handling of Islamic radicalization requires a combined
effort of all stakeholders. The government should work closely with Islamic
communities to devise the best approach to the issue. Rwanda might end up
being targeted owing to its firm position against radicalization as well as close
relations with countries usually targeted by terrorism. It is critical that the
authorities act against Islamic radicalization and the factors favoring it.

Introduction

Islam is a religion of peace and tolerance, which doctrinally shares much with
other monotheist beliefs.! Nonetheless, Islam has been exposed to different
outrageous religious, custom, social, and political interpretations. Brutality
and psychological oppression exuding from revolutionary Islam have an
immediate connection with the political component of radicalism. Numerous
worldwide psychological oppressor associations utilize outrageous political
understandings of Islam as the reason for their battle against the Wests
predominance. The West is introduced as an abhorrent worldwide hegemony
that continually directs animosity against the Muslim world.> Revolutionary
Islam and political radicalism are found in both primary Muslim groups: Shia

'The Global Observer, “Islam as a Religion of Human Dignity and Honor,” 2020, http://aboutislam.
net/wp-content/uploads/2017/12/Human-Dignity-and-Honor-f.pdf?x82061 (accessed on 18 Jul 21).
2 Susilo Wibisono; Winnifred R. Louis, and Jolanda Jetten, “A Multidimensional Analysis of
Religious Extremism, Frontiers in Psychology 10, no. November (2019), https://doi.org/10.3389/

fpsyg.2019.02560 (accessed on 18 Jul 21).
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and Sunni.?

Generally, all Muslims in Rwanda belongs to the Sunni category of Islam.
Like all Muslim people groups in Africa, the Rwandan Muslim people group
was impacted by the Salafi-Wahhabi lessons that spread through schooling
and good causes. In Rwanda, Islamic radicalization with a potential for
savagery came to the fore around 2015 due to propagation by the greatest
worldwide jihadi organizations (Al Qaeda and IS).* Most recorded instances
of radicalization in Rwanda are connected to the lessons in Swahili given by
popular East African priests supporting Al Shabab. A gathering of Rwandans
radicalized in Belgium spread the IS message and affected the making of IS
cells in Rwanda and in Central Africa.®

Factors Favouring Islamic Radicalisation In Rwanda

Several elements contribute to the spread of Islamic radicalization in Rwanda.
Gulf-financed evangelism altogether “added to radicalization” “Islamic
radicalization in East Africa is anything but an immediate result of the ascent
of Al Shabab in Somalia or the worldwide propagation of IS. Salafism spread
in East Africa originated before the formation of these two brutal jihadist
associations. In numerous African nations, for example, Tanzania and
Mozambique, Salafi lessons are in contest with the conventional Sufi way of
carrying out Islam. “° Salafi-Wahhabi lessons advance a severe, and perhaps
constricted, understanding of Islam. Sufism (a type of Islamic otherworldliness
that is predominant in Africa) is more lenient in its methodology and effectively
ingests social components of the host nation. Salafi-Wahhabi evangelism
proliferated a narrow-minded version of Islam that prompted radicalization
and reception of savagery at a later stage.

For a long time, the Muslim community in Rwanda, as in other African
countries, has benefited from lessons spread by Gulf-funded organizations
tasked with spreading the Salafi-Wahhabi principle. The social and
geographical proximity to Kenya and Tanzania, where such exercises are
unusual, are favorable factors for Islamic radicalization in Rwanda. Kenya and
Tanzania are so far managing the Islamic radicalization issue in a somewhat
remiss way.” Rwanda may wind up being an objective given its relations with

3Abdisaid M Ali, “Islamist Extremism in East Africa,” Africa Security Brief, no. 32 (2016): 1-8.

41bid.

s|bid.

¢ Jannis Saalfeld, “Before and Beyond Al-Shabaab National Islamic Councils , Contentious Politics and
the Rise of Jihadism in East Africa,” INEF, 2019, www.uni-due.de.

7 Jannis Saalfeld, “Before and Beyond Al-Shabaab National Islamic Councils , Contentious Politics and
the Rise of Jihadism in East Africa,INEF, 2019, www.uni-due.de.”
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nations designated by illegal intimidation and its present intense position
against radicalization.

The lack of credible government-aligned public Islamic committees adds
to the radicalization issue. Factionalism, interests, extremely durable battles
for assets, and poor management frequently portray the umbrella assortments
of Islam.® In other East African nations, Islamic public boards “become the
seat of political rivalry between the public authority and resistance groups.
The umbrella association of Islam in Rwanda has similar ills to comparative
associations in East Africa. It is the seat of repetitive emergencies dependent
on conflict of characters, contentions for control of unfamiliar financing,
“bungle and factionalism.

For more than three decades, the Salafi-Wahhabi strict interpretation of
Islam has influenced Muslim communities in Africa in general and Rwanda
in particular. The large Muslim populations in the East African countries
neighboring Rwanda were also at the receiving end of the Salafi-Wahhabi
propaganda. Radicalization is also eased by the institutional weaknesses of
Muslim umbrella organizations in East Africa in general and in Rwanda in
particular. Rwanda might end up being targeted owing to its firm position
against radicalization as well as close relations with countries usually targeted
by terrorism.

Existing Measures To Address Islamic Radicalisation

The Sensitisation Campaign. In order to address the issue of Islamic
radicalization, the government of Rwanda, through primarily security
bodies, worked intimately with the Rwanda Muslim Council (RMC) to battle
radicalism through a sensitization drive. The collaboration among RMC
and the experts in the battle against radicalism took principally the form of
intermittent sensitization drives focusing on Muslims, particularly the youth.’
The specialists (especially the Commissioner of Counter-Terrorism in the
Rwanda National Police-RNP) instead of the Muslim foundation under RMC
dominatingly “lead the sensitization campaigns.”

Religious Practices and Teachings Must Be Regulated. RMC conducts
guiding and restoration meetings for youngsters who have gone through
radicalization. On July 9, 2016, RMC gave a fatwa restricting the full-coverage
(nigab) worn by women."” RMC got from the specialists the command to

8|bid.

*New Times, “Police Start Campaign against Radicalism,” December 3, 2018, www.newtimes.co.rw
(accessed on 20 Jul 21)

0 https://www.chinadaily.com.cn/world/2016-07/07/content_26000110.htm(accessed on20 Jul 21)
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control all proclamations and “altruistic exercises” by Muslim elements in the
country. The action was aimed at preventing the uncontrolled conduct of the
aforementioned exercises by local and foreign institutions and individuals
who may spread radicalization messages. RMC has likewise directed the
participation of strict schools abroad by youthful Rwandan Muslims. “A
definitive target was for Rwandan Muslims to set up local religious foundations
for higher learning.

Deficiencies in doctrine. The battle against Islamic radicalization in
Rwanda after the 2015-2016 occurrences experienced a few inadequacies.
The deficiencies noticed come from the foundation and workings of RMC.
From the 1980s, Rwandan Muslim researchers got their religious teachings
generally from Saudi Arabia. It is estimated that 80% of the 300 Muslim
Imams were prepared under the Salafi-Wahhabi framework. RMC, in battling
radicalization, didn't play out a doctrinal thoughtfulness to foster “sound and
Quran-based anti-radicalization lessons.” The lessons would have been geared
towards refuting a portion of the intolerant Salafi-Wahhabi understandings.

The Muslim Community’s Reliance on Foreign Financial Assistance. In
the same way as other public Islamic councils in Africa, the RMC relies upon
unfamiliar subsidizing for the execution of its exercises. Foreign financing
establishes a road for influence by different foreign bodies, mainly the Gulf-
based financial aid, which has been dynamic since the 1980s. Notwithstanding
the 2015-2016 occurrences, Saudi-financed NGOs like Benevolence Aid and
WAMY are still dynamic in Rwanda. RMC officials “could not bear to be in
serious binds with conventional Gulf funders™"

Muslim Associations. Besides, the reliance on foreign financing, coupled
with the feeble administrative structures of the Muslim affiliations, is the
reason for the repetitive institutional insecurity. The struggle for resources
and positions within Muslim organizations diverts local leaders’ and priests’
attention away from the fight against radicalization. The energy of Muslim
pioneers is devoured by nonstop quarrels. Interests and contentions lead to
misleading allegations of radicalism being proffered to take out rivals. However,
a fruitful battle against radicalization and fanaticism requires the believability
and authenticity of Muslim community leaders.

Assistance from Security Organizations. The from Rwanda National
Police (RNP), explicitly the Counter-Terrorism Commission, drives the
sensitization campaign against Islamic radicalization. The Muslim people’s
leadership neglected to take responsibility for the campaign. “RMC organs

"www.muslimpopulation.com Muslim Population, “Priest, 100 Followers Embrace Islam In Rwanda_
WAMY” (Jeddah, March 2020), (accessed on 25 Jul 21).
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would like to concede the mission to RNP. The RNP approaches the Islamic
radicalization issue as a simple counter-illegal intimidation issue. Key RNP
officials associated with the mission often “misjudge all Muslims as expected
influential mongers. Insightful individuals from the Muslim people group ask
the “justification” behind why the RNP decided to task counter-psychological
oppression officials to manage the issues of a whole society.

Proposed Approaches to Counter Islamic Radicalisation

The need for revised doctrine procedures to counter Islamic radicalization
should be an aggregate effort, all interested. Legislative organs need to work
intimately with the Muslim community in that undertaking. The initial step
ought to be an exhaustive investigation of the “doctrinal reasons” for Islamic
radicalization in the Rwandan setting. Islamic radicalization is probably going
to succeed when the designated individual has a restricted understanding of
the religion.”” Without a doubt, after the model of the Muslim people group
in Rwanda during the Genocide against Tutsi in 1994, numerous Rwandans
changed over to Islam. This requires the local area to continually change the
fundamentals of teaching to reflect the right picture of the religion and leave
space for basic reasoning.

Combat youth marginalization. Additionally, Islamic radicalization
additionally comes from social factors like individual relationships and
impact, personality, and social rejection, as well as a view of unfairness
against one’s local area.”® Individual impact through personal meetings and
web-based media has “become an integral part” Aside from a few key agents
who went about as ministers as well as enlistment specialists, most of the
suspects are youngsters who naively consumed and disguised jihadi lessons.
In different cases, apparently youthful radicalized individuals looked for a
feeling of belonging, acknowledgment, regard, or authority. The RMC and
other associative bodies could devise social measures geared toward battling
youth marginalization. These actions would include religious and professional
coaching, the enhancement of innovative practices, the nurturing of talents,
and the creation of jobs.

2 Chris Angus, “Radicalisation and Violent Extremism : Causes and Responses,” NSW Parliamentary
Research Service, no. February (2016): 1-23, https://www.parliament.nsw.gov.au/researchpapers/
Documents/radicalisation-and-violent-extremism-causes-and-/Radicalisation eBrief.pdf (accessed on
27 Jul 21).

13 Chris Angus, “Radicalisation and Violent Extremism : Causes and Responses,” NSW Parliamentary
Research Service, no. February (2016): 1-23, https://www.parliament.nsw.gov.au/researchpapers/
Documents/radicalisation-and-violent-extremism-causes-and-/Radicalisation eBrief.pdf (accessed on

27 Jul 21).
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Detection of Radicalisation in the Muslim Community. Recognizing
radicalization at the local area level is the initial move towards battling it
adequately. The intensive examination of reasons “for radicalization should
offer a way to the advancement of an exhaustive methodology that resolves
the issue at individual and local area levels. Moreover, specialists and local area
leaders need to understand that radicalized people frequently show everyone
the indications of predictability. Trying not to deride a specific gathering or
local area is essential to keep away from a feeling of marginalization.

RMC has received new funding. RMC and other Muslim affiliations need
to foster new wellsprings of financial resources. Foreign funding consistently
accompanies religious and political “attachments,” and monetary independence
is fairly an excursion, so additional support from the state is required. The
fundamental objective should be to foster feasible methods of financing
Muslim communities locally. A Muslim community that does not depend
on foreign guides has the possibility of keeping away from any antagonistic
foreign influence.

Development of Local Muslim Education and Training Institutions. This
would assist the freedom and versatility of open-minded Islam in Rwanda.
The move is targeted at restricting the number of youthful Rwandans going
to Muslim countries for religious schooling. The choice should prepare for
the production of local schooling and preparatory centers. The point “was
to shape the standpoint of Islam in Rwanda for the future via preparing the
next generation of clerics.” “This endeavor remains valid and should be highly
considered as a strategy to deal with radicalization. “'* Community-level
education and training centers would be the seat for the advancement of a
local brand of Islam established in resistance. For such an establishment to
exist and assume its part, there is a requirement for the improvement of the
right regulations, just as institutional abilities.

Way Forward

Effective counter-radicalization strategies have to consider all the aspects of
the problem for the solution to be holistic. At the level of doctrine, Rwandan
clerics have to promote Islam as a religion of tolerance as well. The message
needs to be grounded in knowledge and adapted to the context. The right
interpretation of Islam has to be conveyed through education and training
institutions in order to influence the next generation of clerics. Local training
and educational institutions have to be established and developed in order

“New Times, “Police Start Campaign against Radicalism,” December 3, 2018, www.newtimes.co.rw
(accessed on 20 Jul 21)
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to perpetuate the doctrine. The right message is not likely to mislead new
converts or followers with limited education. The right teaching needs to be
made available by modern means in order to reach all categories, especially
the youth. The youth also needs to be considered through community action
aimed at fighting marginalization and disorientation. That community action
will also allow the detection of radicalization at an early stage. A critical
requirement for success is that RMC and other Muslim organizations earn the
credibility, legitimacy, organization, and autonomy to conduct the fight against
radicalization.

Conclusion

The strict interpretation of Islam by Salafi-Wahhabi teachings breeds
intolerance and opens the way to radicalization. Rwanda might end up
being targeted owing to its firm position against radicalization as well as
close relations with countries usually targeted by terrorism. It is critical that
the authorities act against Islamic radicalization and the factors favoring it.
RMC and other Muslim community organizations ought to take ownership
and lead the fight against radicalization. Security organs such as RNP are
leading the counter-radicalization campaign. RMC should end its reliance on
external financial support. The fight against Islamic radicalization needs to be
comprehensive and thorough. A crucial prerequisite for success is that RMC
and other Muslim organizations earn the credibility, legitimacy, organization,
and autonomy to conduct the fight against radicalization.
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STREET CHILDREN: DOMESTIC AND INTERNATIONAL
SECURITY THREATS

Col Philip Mahende HCDS, psc - People’s Defense Force of Tanzania

Abstract

Street children are children who grow up wandering across the roads or in
the streets, asking for food and money to survive. The children are seen on
the streets because of the social and economic problems that exist between
their families, which lead the children to flee their homes and go to find ways
to support themselves on the roads and on the streets. This article sought to
understand the phenomenon of street children as a domestic and international
security threat in Tanzania. This article concludes that the phenomenon of
street children is an increasing threat to security. Street children have become
easy targets for recruitment into criminal activities. The criminals in organized
crime pretend to engage in legal occupations, for instance, large businesses or
supporting social responsibilities, act as master planners, and use street children
to commit the crimes. The types of domestic security threats are robbery and
stalking, drug use, and prostitution. The types of international security threats
are terrorism, drug trafficking, human trafficking, and the trade of human
organs. Many factors contribute to the plight of street children, including
family disputes, moral erosion/decay, difficult economic conditions, and a
lack of stringent laws and regulations. There will be two research questions
addressed: first, what are the domestic security threats to street children, and
second, what are the international security threats to street children.

Key Words: Street children, domestic and international security threats

Introduction

The term “street children” is used to describe those children who grow up
wandering across the roads or in the streets, asking for food and money to
survive.! The children are seen on the streets because of the social and economic
problems that exist between their families, which lead the children to flee their
families and go to find ways to support themselves on the roads and on the
streets.” The age of street-visible children is often under 12 years old (under

'Berman, L. (2000). Surviving on the Streets of Java: homeless children’s narratives of violence.
Discourse & Society, 11(2), 149-174.
2Vigil, D. (2010). A rainbow of gangs: Street cultures in the mega-city. University of Texas Press.
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mature age), rarely finding the age over 12 years of age. And leading to the
question, where do these children transition to in adolescence or adulthood
end up?

Street children transition to adolescence or adulthood without an education,
and this affects their likelihood of securing employment or getting into self-
employment. They are also unable to return home as the problems they have
fled are not over. In addition, they are accustomed to the habit of begging,
so they face challenges in engaging in normal living and working conditions.
Therefore, older street children are faced with a desperate situation since they
are unable to stay on the streets and they cannot go back to their homes.

The dual challenges faced by street children raise numerous questions that
need proper consideration as follows: Who is responsible for those children
to ensure they are psychologically placed to be good citizens in society, and if
they are left to continue their desperate situation, what is their fate in society?
Have any government or non-governmental authorities ever considered where
these young people end up, considering that the community has not prepared
them for self-reliance and no family can look after and care for them? What
is the position of those illegal jobs for these young people to rush to sustain
themselves in life, and what steps are being taken so that these young people do
not fall into this criminal group? These crimes include, among others, drugs,
robbery, phishing, terrorism, prostitution, and looting. What attitude do these
young people have towards other citizens who live normal life? Is it a positive
or negative attitude? What are their efforts to get out of this situation? What are
their feelings about being equal or even living a higher quality life than others?

Statement of the Problem

In light of the aforementioned arguments, it is clear that street children have
little hope as they transition to adolescence and adulthood, and they are thus
more likely to engage in criminal groups, either by engaging themselves in
a crime or by being influenced by the old and experienced criminals so as
to cater to their growing needs. According to Muikila, as the age of street
children increases, they are more prone to shame and abuse due to pressure
to become independent. Therefore, such young and unprepared populations
are forced to look for jobs that they are unfamiliar with, and that might not
sufficiently satisfy their needs; this pushes them into crime.* Brown observes
that criminals are on the lookout for desperate street children and youths to
lure and infiltrate them into their criminal activities.* Despite the dangers they

3Muikila, C. J. (2006). The plight of street children: the case of Dar es Salaam (Doctoral dissertation).
4Brown, S. (2005). Understanding youth and crime: Listening to youth?. McGraw-Hill Education (UK).
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face, including being beaten and sometimes burned and killed, these young
men cannot stop as they have no other means of survival. The resulting effect
is that street children are a security threat, which can be grouped in two ways:
domestic and international.

Street Children as a Domestic Security Threat

The first domestic security threats are robbery and stalking. As young people
grow older and are unable to continue begging on the streets, these young
people will start engaging and attacking pedestrians and other things that are
clearly visible to provide themselves for life, especially food. Some of the youths
involved in petty crimes will begin to engage in violent robberies, including
demolishing houses, ambushing people, and attacking them with traditional
weapons and other items such as machetes, batons, moths, and knives. These
young men also commit rape and other fraudulent acts. Sometimes they
pretend they are doing legal work such as building, petty business, and other
casual labor, but their ultimate goal is to commit various grand and serious
crimes.

The second domestic security threat is drug use. To lack knowledge, young
people have been convinced that drugs, including cannabis, give them the
strength and courage to carry out criminal activities. The result is that they
engage in dangerous places and also engage in other crimes such as rape, injury,
and even killing. Here too, those big drug dealers use them as customers or
retailers.

The third domestic security threat is prostitution. Young ladies are used in
the prostitution trade either for their own survival or for the illegal sex trade
in brothels or leisure establishments such as casinos. This business, in spite of
endangering security in one way or another, also contributes to the rise of street
children because these girls sometimes experience unintended pregnancies
and later fail to raise their children, which takes them back to the streets.

Street Children as an International Security Threat

An important international security threat is terrorism. The question we ask
ourselves is where the terrorists find their fighters who have a hard spirit of
committing atrocities by carrying out merciless killings. Many people do not
know the reality, which involves terrorism and Islamic religious beliefs, which
is wrong because, despite some terrorist groups associated with the religion,
terrorism remains a crime like any other crime.’ Street youth are the group that

5 Kabir, N. (2006). Representation of Islam and Muslims in the Australian media, 2001-2005. Journal
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is easily influenced by evil-willed people to get involved in terrorism. Their
lack of focus can be exploited by people with evil intentions who think they
are going to provide them with good jobs abroad and end up being included
in terrorist training.

Another important international security threat is drug trafficking. Due to
the harsh lives on the streets, as these young people grow older, it is easier
to be persuaded to be given jobs, food, clothing, and decent housing and to
see those donors as good people, trusting them and willing to do whatever
they are supposed to do with them.®* When it comes to donors wanting to use
them to transport drugs, young people will still find it prestigious to travel by
plane. Young people can be used knowingly or unknowingly, and when they
are arrested, the real perpetrators disappear, and the case remains with the
young men. The drug kingpins prefer young adolescents not only because of
low wages but also because when arrested, the juvenile justice system has a
loophole to release them back into the business.”

Human trafficking and the trade of human organs is also an important
international security threat. Since these young people lack reliable caregivers,
people with guaranteed responsibility for them, greedy people will look for
ways to lure them as if they are sympathetic to them and want to help them.
At that point, they will take them and pretend to be agents for finding high-
income jobs outside of their home country, but the reality is that they are
becoming products to go out there. Out there, they will go on to be used as
cheap labor or to be sex slaves for young ladies. Worse, when they are sent for
human organs such as the liver, kidneys, heart, and lungs, it means they will be
killed in order to complete the task. According to the United Nations Office on
Drugs and Crimes (UNODC), the removed organs from kidnapped Eritreans
were sold for around US $15,000.%

Conclusion

This article concludes that the phenomenon of street children is an increasing
threat to security. Street children have become easy targets for recruitment
into criminal activities. The criminals in organized crime pretend to engage
in legal occupations, for instance, large businesses or supporting social
responsibilities, act as master planners, and use street children to commit the

of Muslim Minority Affairs, 26(3), 313-328.

8 Anderson, E. (2000). Code of the street: Decency, violence, and the moral life of the inner city. WW
Norton & Company.

7 Leviton, Susan, Marc A. Schindler, and Renee S. Orleans. “African-American youth: Drug trafficking
and the justice system.” Pediatrics 93, no. 6 (1994): 1078-1084.

8Ati, Hassan Ahmed Abdel. “Human smuggling and trafficking in Eastern Sudan.” Sudan Report (2017).
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crimes. The types of domestic security threats are robbery and stalking, drug
use, and prostitution. The types of international security threats are terrorism,
drug trafficking, human trafficking, and the trade of human organs. Many
factors contribute to the plight of street children, including family disputes,
moral erosion/decay, difficult economic conditions, and a lack of stringent
laws and regulations.

Recommendations

The issue of street children should be addressed as a security challenge rather
than a social issue, and if a security solution is provided, the social concern
will be reduced. Various authorities, including governments and private
institutions, should take appropriate and stern measures, including looking
at opportunities at the heart of the problem. This article recommends the
following measures:

Developing strict laws to deter street begging There are cities around the
world struggling to get rid of beggars and having proven success, such as
Helsinki, Finland, so authorities can learn from those cities.’ This is not only
about fighting beggars but rather fighting serious crimes.

Sending the street children to school Many street children are of school age,
so the government should use its institutions to ensure that all street-wandering
children are removed from the streets and sent to rehabilitation centers that
offer education or vocational colleges and entrepreneurship programs. Before
they are taken to classes, they should be seen by counselors to advise on how
best to help them in this and be ready psychologically to be engaged in such
training.

To search for official activities to perform upon completion of the education
programs they were enrolled in. As far as possible, they should be included in
joint groups in the activities of agriculture, livestock, small industries, fisheries,
and others according to their environment and readiness. There should be
good ethical and operational management to ensure they are not persuaded to
get rid of these places and return to the streets.

Governments and other social institutions, including religious ones, should
start looking at the issue by looking at where society started to deviate and,
from there, a way forward should be initiated. It is now viewed as a social issue,
but in reality, it is a security concern, and if left alone, it will continue to grow
as a bigger security threat, with further unpredictable negative consequences.
Comprehensive research should be carried out to identify where society failed

*Markkanen, A. (2021). The Conditions of Living for Romanian Roma in Finland and Romania: Is There
Room for Roma in EU Europe?. Attention! Roma on the Road, 59.
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and come up with specific ways to curb or eliminate the problem.

Public and private organizations and organizations should start allocating
funds in the Social Services section to establish a special fund to sponsor
ongoing activities for young people, especially those who come from the
streets. The fund will be coordinated by the government to identify specific
needs and areas for targeted youth. Normally, all corporate business entities
do have an obligation to share the profit generated with the community as
a way of appreciating the profit gained by the so-called “Corporate Social
Responsibility” However, every organization has its own way of fulfilling such
an obligation, so for this purpose, the organizations may agree on the best way
to address this initiative.

It is time for the international community and organizations like UNICEF
to step up efforts to reduce and ultimately eliminate this problem as it is now
not just a one-nation disaster but a more global threat, including terrorism,
drug trafficking, human trafficking, and the illegal business of human organs.
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THE IMPACT OF CYBERCRIME ON TANZANIA'S
SECURITY AND THE STRATEGIES FOR COMBATING IT

Col Protas P Nyoni — Tanzania People’s Defence Force

Abstract

This article examines the impact of cybercrime on Tanzania’s security and the
proper strategies for countering it. Data was sourced from secondary sources,
which include books, journals, reports, internet sources, as well as newspapers.
Globally, states have been concerned about the growth of cybercrime, which
continues to hamper the achievement of sustainable peace and security.
However, on the African continent, most countries do not have proper
mechanisms to counter cyber-attacks and fight cybercrime. A country that fails
to initiate such mechanisms reduces its main function of providing security
and welfare to its citizens. Therefore, there is a need for robust cyber-threat
defense mechanisms to withstand the anticipated cyber-attacks. Further, the
idea or concept of cybercrime and its impact on economic, political, and social
areas has not been openly defined in Tanzania’s policy though the government
has enacted the Cybercrime Act, No. 13 of 2015. These documents have
demonstrated the government’s effort in addressing cybercrime despite the
myriad of challenges confronting the fight against cybercrime in Tanzania.

Introduction

Cybercrime is a crime that uses computers mainly to carry out such
criminalities.' It is a destructive act that, in addition to using computers on
various occasions, also uses other devices such as cell phones and additional
gadgets with access to cybercrime organizations.” Globally, there are many
emerging trends in terms of the national security of any state. The majority
of states have continued to enact stringent measures and formulate policies
and laws aimed at safeguarding cyberspace from emerging cyber threats and
cybercrime. States have realized that cybercrime is the main threat to their
security. Any state that disregards these threats will face insecurity and a
volatile environment when pursuing its interests.” The cybercrime effects are

'Gordon, Sarah, Richard Ford. “On the definition and classification of cybercrime.” Journal in Computer
Virology 2, no. 1 (2006): 13-20.

ZHill, Joshua B., and Nancy E. Marion.2006. Introduction to Cybercrime: Computer Crimes, Laws, and
Policing in the 21st Century: Computer Crimes, Laws, and Policing in the 21st Century. California:
ABC-CLIO

s Amos, Amos. 2009. American Security, 6™ Ed. Baltimore: The Johns Hopkins University Press
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now affecting states which still have less established and developed agencies
for cyber defense in their institutions of national power. In this regard, there is
a need for robust cybercrime defense mechanisms, especially in Tanzania, to
prevent any anticipated cyber-attacks.

Background

Currently, cybercrime has increased due to the emergence of the Internet. By
using modern science and technology, the economy is growing at a tremendous
rate, with new challenges evolving in line with modern economic growth and
the emergence of a new threat, known as cybercrime. According to a report
by Microsoft’s Digital Unit (CDU), this devastation affects 400 million people
each year. Globally, this fraud costs consumers an estimated 113 billion dollars
per year, with the worst affected countries being “Egypt, India, Pakistan, Brazil,
Algeria, and Mexico’, which have the biggest numbers of infected machines
involving malware developed outside Eastern Europe.*

Countries such as Russia, the United States, China, and Germany have been
accusing each other of hacking information. The United States has repeatedly
accused China of rigging the country’s elections. Former US President Donald
Trump has been accused of rigging election information that enabled him
to win the election. The Russian government’s mainstream government
intervened in the US presidential election by using these tactics (cybercrime)
and extracting election information that helped retired US President Donald
Trump to assume the presidency office and also used outdated intelligence
(human intelligence) to support the move. Powerful countries are also using
this tactic to attack other developing countries.” Africa, it is estimated that
by 2022, one billion people will have access to the internet, and this will
increase cybercrime. Currently, 10% to 15% of Africa’s economy is affected
by cybercrime, which is derailing economic growth and development in the
continent. For instance, due to cybercrime, Uganda 2017 incurred a loss of
approximately 42 million schillings. Rwanda also lost 6 billion francs, while
Kenya, for the period between April and June of 2019 alone, received 26.6
million cybercrime threats.®

The majority of African countries lack adequate mechanisms to combat
cyberattacks and cybercrime. There are very few institutional frameworks for

4Kshetri, Nir. 2013. Cybercrime and cybersecurity in the global south. Springer

sInkster, Nigel. “Information warfare and the US presidential election.” Survival 58, no. 5 (2016): 23-
32.

sMuendo, Mercy. 2018. “Kenya’s new cybercrime law opens the door to privacy violations, censorship.”
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protecting cyberspace. This questions the mandate of the state in providing
security to its citizens. A lack of these mechanisms deters a state from attaining
its national security mandates. Tanzania, like other African countries, has been
affected by cybercrime, leading to the enactment of the Cybercrime Act No.
13 of 2015, which aims at combating the vice.” However, cases of cybercrime
have increased despite the enactment of the cybercrime legislation calling for
more robust and holistic approaches to be adopted to fight cybercrime, which
continues to challenge both national and human security in the country.

Research Questions

This journal is anchored on two research questions, which include
1. What is the impact of cybercrime in Tanzania?
2. What are the measures taken by the government to counter cybercrime?

Theoretical Framework

This article employs securitization theory to assess the impact of cybercrime
on Tanzania’s security. This theory was proposed by Barry Buzan, who argues
that “national security involves and incorporates emerging referral objects”®
He adds that, “Security procedures are the systematic ways of assessing the
security requirements of the state by prioritizing the identified areas of security
concerns.” The most prioritized area of concern becomes the referral object of
the state’s national security”’ It also involves assessing security issues such as
cybercrime, which threaten the national and human security of any country.
Therefore, anything that attacks the security aspects of any country should be
considered a major threat. It’s thus important to securitize cyberspace to avert
any cyber threat and the possibility of cyberattacks.

The Impact of Cybercrime in Tanzania

Tanzania, with over 61 million people, has an estimated 23.1 million people
connected to the internet.® With the governments efforts to increase
internet access in the country to around 80% of mobile users, cybercrime
and cyber-related security issues have consequentially increased. Misleading

’Magalla, Asherry. 2018. Cyber Contracts in Tanzania under the Electronic Transaction Act, No. 13 of
2015. Dar Es Salaam: SSRN

¢Buzan, Barry., and Little, Richard .2000. International Systems in World History: remaking the study
of International Relations. New York: Oxford University Press

°David, Pozen.. The Mosaic Theory, National Security, and the Freedom of Information Act. The Yale
Law Journal115, (2005): 3-40

v Business Ghana. 2018. Tanzania Internet Users Rose to 23 Million Last Year. Accra; Business Ghana.
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information aimed at insulting and defaming authorities has also increased
due to the increasing number of social media users in the country. Cases of
political incitement and false statistics have been evident on Facebook feeds
and WhatsApp groups. This comes even after the government set several
cybercrime laws in 2015 to tackle the issue.

According to a report by The East African, the country reported an estimated
$99.5 million loss in 2017, a $14.5 million loss more than the previous year."' A
large part of the amount was lost through tax fraud, which is the most common
tactic used by criminals. Fraud has also been prevalent in financial institutions
such as banks, mobile phones, and other gadgets that use M-Pesa, Tigo-Pesa,
and Airtel Money, where money is lost through the hacking of the systems.
There have been several cases of complaints from customers whose money has
been withdrawn using the ATM without their consent or knowledge.

Further, cybercrime has increased money laundering and this has harmed
the trade and economic growth in the country. The most affected are small
businesses that account for 35 percent of the country’s GDP. It is estimated
that in 2017, the country lost an estimated USD 99.5 million, which severely
affected trade and the economy in Tanzania.

Among Tanzanian youths, cases of malware attacks and cyberbullying have
enormously increased. Most students in secondary schools have fallen prey
to cyberbullying from accounts within the country.”® The high numbers are
attributed to the fact that most of them share their mobile phones with friends,
and they do not use secure locations when connected to the internet.

Cyberbullying has resulted in depression and low self-esteem, which are
reported by the victims. A report by Jeshi la Dada, a women’s activist group
that fights against cyberbullying among women, claimed that 75% of women
who had been cyberbullied suffered from depression later."* The group also
advocates for the suspension of accounts that participate in cyberbullying and
a 5 million fine or 3-year imprisonment for anyone found guilty of the offense
according to section 23 of the 2015 Act."®

"Richard, Felix. (2018). Governments and Financial Institutions Worry as Africa loses $3.5b to Cyber
Crime. Nairobi; Nation Media Group;The East African

2 Cross, Charlotte. “Dissent as cybercrime: social media, security and development in Tanzania.”
Journal of Eastern African Studies (2021): 1-22.

3Hezron, Onditi., and Jennifer, Shapka. Cyberbullying and Cybervictimization in Tanzanian Secondary
Schools. Dar es Salaam; Journal of Education & Sciences8, no.1 (2009):

“The citizen, 2020. Meet the Women Taking on the Cyberbullies. The Citizen

5Samson, Mmari. 2016. Understand the Cybercrime Act 2015- Simplified Language. Dar es Salaam;
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Measures were taken by the government to counter cybercrime

In general, the government of Tanzania has taken legal measures by enacting
the Cybercrime Act, No. 13 of 2015. The government has also directed that all
mobile phone cards (SIM Cards) be registered to enhance the identification
of criminals who engage in cybercrime. Further, the system of transferring
money from mobile phones and ATMs to another person’s account has been
changed, and financial institutions have taken steps to prevent cybercrime
incidents by educating their customers not to reveal their ATM or account
passwords. Banks have also installed CCTV cameras in all areas where there
are ATMs.'® Following the enactment of the Criminal Procedure Code section
265 penalty code, cap 16, the government has demonstrated efforts to combat
cybercrimes. The Act states that “anyone who steals anything will be accused
of theft and will be prosecuted for theft, and if convicted, shall be sentenced to
seven years in prison”

To the relief of its citizens, the government has also been a key player in
addressing cyber security issues. Besides the 2015 Act, the government
has established a permanent national organization to tackle the issue of
cybercrimes and outlines measures to prevent online fraud. The committee has
the responsibility of monitoring online trends, preparing annual cybercrime
reports, and identifying loopholes in the law. The 2015 Act has continually
been reviewed, with the latest review supposing online bloggers pay extra fees
for authentication purposes of the contents they post online.

The government is also funding public campaign groups that fight
cybercrime and those that enlighten the public on the laws surrounding
cybercrime. In addition, the government has set up information technology
offices in many parts of the country, where members of the public can seek help
and clarification on cybercrime. Further, the government has also made efforts
to train 250 police officers who will help in dealing with cybercrimes. This
policy has been deployed in various regions and districts within the country.

Conclusion

Cybercrime is a global problem that continues to enrich some of the criminals
who engage in the vice. These rich people have plans, strategies, and huge
networks that enable them to carry out these criminalities, thereby challenging
the fight against cybercrime. The main challenge of cybercrime in Tanzania
is the lack of enough financial resources, skills, and tactics by the institutions

s Mwingira, Abass. 2013. Elimination of Cybercrimes in Tanzania: Law and Practice. PhD diss. The
Open University of Tanzania
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mandated to fight against this vice. Therefore, there is a need to strengthen the
institutions, develop stringent measures as well as provide capacity building to
the key players involved in combating cybercrime in the country.
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SOFT POWER IN THE FIGHT AGAINST YOUTH
VIOLENT EXTREMISM IN KENYA

Mr. Francis K Mugoh - National Intelligence Service

Abstract

The vice of terrorism has been on more of an upward trend in the twenty-
first century than ever before. It has resulted in the loss of property, death,
democratic challenges, psychological damage, and even the distraction from
society. For these reasons, states have started to consider using modern
approaches, such as soft power approaches, to counter the increase in terrorism.
Thus, states develop mutual trust through soft power to empower and promote
community resilience.

Introduction

The concept of terrorism is generally thought to be driven by the ideology
or the belief system of its perpetrators, which may broadly include left-wing
terrorism, separatist terrorism, religious terrorism, single—issue terrorism,
etc. Thus, “the idea of counter-terrorism incorporates the tactics, practices,
framework, strategies, approaches, and techniques that the state uses through
the police, military, prisons, and corporations in order to adapt to attack by
terrorists.”' Nye states that, “counter-terrorism has become a buzz word in
light of the increase in terror-related activities at least around the globe El-
Said posits that “preventing extremism is of importance because of the often
serious consequences of an attack in terms of loss of human life and material
damage, but equally because of the damage which an attack or a threat can
cause to the democratic process and legal order.”

According to Nye, “preventing violent extremism has been more critical in
the twenty-first century than any other time. This is mainly because of the often
serious consequences associated with terror attacks, such as the loss of lives,
property, and damage to society, in addition to the erosion of the democratic
process.” * Hence, “soft power as an approach to terrorism works by aiming to

' Kyriakidis, Kleanthis. The 21st Century Terrorism: Wrong Diagnosis, Inadequate Remedy, Naval
Postgraduate School Thesis, (2005), p. 27.

2Nye, Joseph. Power in the Global Information Age: From Realism to Globalization. London and New
York: Routledge, (2004), p. 19.

3 El-Said, Hammed. New Approaches to Countering Terrorism: Designing and Evaluating Counter
Radicalization and De-radicalization Programs (Palgrave Macmillan, 2015), pp. 2-3

“Nye, Joseph. Power in the Global Information Age: From Realism to Globalization. London and New
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debunk the terrorist ideology of hate and violence completely”

“The soft power approaches in counter-terrorism ideally seek to undo the
violent extremism process by engineering an individual’s return to modern
society through the provision of a stable support network that prohibits their
original reason for radicalization and divorces the same individual from
their beliefs and social contact”” Kyriakidis cites that “the role of non-state
actors has become critically significant in challenging states’ capacity to fight
terrorism.”® It means that “the concept of soft power to counter-terrorism
is important, considering that the threat of terrorism in Africa is spreading
and has the potential to destabilize the whole region”” The rise of violent
extremism and terrorism in Africa has created severe security threats because
of the growing phenomenon.

The Extent of Violent Extremism and Terrorism in Africa

According to the United Nations, “terrorist organizations in Africa, such as
Harakat Al-Shabaab, Islamic States, and Al-Qaeda in the Islamic Maghreb,
pose an increasing threat to sub-regional peace and security.”® El-Said adds
that, “A recent addition to the list is the Boko Haram in Northern Nigeria.”
The degree to which they become more transnational also raises concern for
the international community.” “For instance, “in the Nigerian context, the
governments have built a counter-violent extremism toolkit against Boko
Haram’s terror activities”'® In sub-Saharan Africa, “the increase in social,
political, and economic factors has exacerbated the threat of terrorism.”!!
The United Nations states that, “in Africa, devolution is practised in South
Africa, Nigeria, South Sudan, and Kenya.”'*”’In these countries, documented
evidence indicates that the devolved units gradually become self-sufficient,

York: Routledge, (2004), p. 19.

sStern, Jessica. Mind over Martyr, Foreign Affairs 89, (2010), pp. 108-109.

¢ El-Said, Hammed. New Approaches to Countering Terrorism: Designing and Evaluating Counter
Radicalization and De-radicalization Programs (Palgrave Macmillan, 2015), pp. 6-9.

7Zagare, Frank and Kilgour, Marc. Perfect deterrence. Cambridge Studies in International Relations,
Cambridge, Cambridge University Press, (2016), p. 78.

8 The United Nations. The African regional high-level conference on counter-terrorism and the
prevention of violent extremism conducive to terrorism, Nairobi, Kenya (10-11, July 2019).
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